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ABSTRACT An efficient physical layer security technique, referred to as OFDM with subcarrier index
selection (OFDM-SIS), is proposed for safeguarding the transmission of OFDM-based waveforms against
eavesdropping in 5G and beyond wireless networks. This is achieved by developing a joint optimal subcarrier
index selection (SIS) and adaptive interleaving (AI) design, which enables providing two levels (sources) of
security in time division duplexing (TDD) mode: one is generated by the optimal selection of the subcarrier
indices that can maximize the signal-to-noise ratio at only the legitimate receiver, while the other is produced
by the AI performed based on the legitimate user’s channel that is different from that of the eavesdropper. The
proposed scheme not only provides a remarkable secrecy gap, but also enhances the reliability performance
of the legitimate user compared with the standard OFDM scheme. Particularly, a gain of 5–10 dB is observed
at a bit error rate value of 10−3 compared with standard OFDM as a result of using the adaptive channel-based
subcarrier selection mechanism. Moreover, the proposed technique saves power, considers no knowledge of
the eavesdropper’s channel, and provides secrecy even in the worst security scenario, where the eavesdropper
can know the channel of the legitimate link when an explicit channel feedback is used as is the case in
frequency division duplexing systems. This is achieved while maintaining low complexity and high reliability
at the legitimate user, making the proposed scheme a harmonious candidate technique for secure 5G ultra
reliable and low latency communications (URLLC) services.
INDEX TERMS OFDM with subcarrier index selection (OFDM-SIS), physical layer security,
eavesdropping, interleaving, 5G, adaptive subcarrier selection, URLLC, FDD, TDD.
I. INTRODUCTION

The broadcast nature of communication systems makes
wireless transmission susceptible to passive eavesdropping,
endangering the secrecy of data-carrying signals. Traditionally, data confidentiality has been tackled using encryption and cryptography-based approaches. However, due to
the huge advancement in future 5G and beyond wireless networks, featured by the ability to serve massive
amount of devices with diverse requirements and applications, cryptography-based approaches may no longer remain
an adequate way to provide security [1]. This is due to
the fact that encryption entails key generation, distribution,
and management processes, which are extremely challenging
tasks especially in dynamic, multi-heterogeneous networks
with massive device connections.
To cope with this, key-less physical layer security (PLS)
has emerged as a new concept and powerful alternative that
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can complement and may even replace encryption-based
approaches [2], [3]. The basic idea is to exploit channel characteristics alongside well-designed transmission schemes in
order to ensure the ability of the intended user to perform
successful data decoding, while preventing eavesdroppers
from doing so [2], [4]. In the literature, practical signal
processing-based security techniques are shown to be among
the effective ways in providing secrecy. This can be performed, for-instance, by utilizing the degree of freedom that
exists in the space domain like MIMO, coordinated multipoint (CoMP), relay, etc. However, when there is no spatial
degree of freedom, exploiting the time and frequency degrees
of freedom of the transmit waveforms becomes of significant
importance to safeguard wireless transmission against eavesdropping. Moreover, since OFDM is the most commonly
used waveform in currently existing systems and is expected
to keep its dominance with various numerologies in future
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5G systems [5], securing OFDM waveform has drawn the
attention of many researchers in recent times. It is worth
mentioning that besides developing techniques tailored to
common transmit waveforms like OFDM, there have recently
been some efforts to design new inherently secure waveforms
as in [6] and [7].
In the literature, several OFDM-based security techniques
have been proposed. These techniques can be categorized
from a high-level viewpoint into four main enabling schemes.
First, secret key-based schemes, in which secret random
sequences are generated from the channel and then used
to encrypt the transmitted data on either the application
layer [8] or the physical layer such as dynamic coordinate interleaving and constellation rotation schemes [9].
Second, adaptive transmission-based schemes, in which
the transmission parameters are adjusted to just meet the
quality-of-service (QoS) requirements of only the legitimate receiver. Among these techniques are optimal power
allocation [10], adaptive modulation with hybrid-automaticrepeat-request (HARQ) [11], adaptive precoding and
interleaving [12], fading-based subcarrier deactivation
schemes [13], channel shortening [14], etc. Third, artificial
noise (AN)-based schemes [15], in which AN is designed
based on the legitimate receiver’s channel so that it only
harms the eavesdropper’s reception, while maintaining an
interference-free reception at the legitimate user. Fourth,
schemes that can exploit OFDM transceiver impairments [16]
or conceal some key features in the OFDM signal to provide
secrecy [17].
As inferred, most of the aforementioned OFDM-tailored
PLS designs were introduced without having the special
requirements of 5G services in mind. Particularly, ultrareliable and low-latency communication (URLLC) [18],
which is expected to be a critical service in 5G networks,
imposes new requirements when the PLS design is considered. For URLLC services, physical layer secrecy is desirable to be achieved, while providing better reliability and
power efficiency with minimal complexity and low latency.
Besides, the security technique has to work in practical
scenarios where a reliable channel state information (CSI)
feedback may be required to be publicly sent to the transmitter, allowing the eavesdropper to access it and thus causing
CSI leakage [19], [20], which is the case in frequency division
duplexing (FDD) systems. These new requirements make
many of the OFDM-based security techniques unsuitable for
5G URLLC scenario; mainly because of the needed complexity and significant changes in the transceiver design without providing any extra benefits in terms of: 1) reliability,
2) power efficiency, 3) certain robustness to the legitimate
CSI leakage, and/or 4) eliminating the need for the knowledge
of the eavesdropper’s channel at the transmitter.
To address the above challenges, in this paper, inspired
by OFDM with index modulation (OFDM-IM) [21]–[23],
where the whole OFDM block is divided into sub-blocks
and only a subset of the available subcarriers is used for
transmission in each block, we first propose an effective
25864

physical layer security scheme called OFDM with subcarrier
index selection (OFDM-SIS) by exploiting the principle of
subcarrier selection in a different manner to enhance the
confidentiality performance and guarantee a good level of
secrecy gap even in the FDD mode. In the proposed scheme,
the frequency response of correlated subchannels is first converted into a completely uncorrelated effective response by
means of adaptive channel-based interleaving. Then, only the
subcarriers corresponding to high sub-channel gains in each
sub-block are used for data transmission in order to maximize
the signal-to-noise ratio (SNR) at only the legitimate receiver,
while the rest are nulled and not used for data transmission.
Interestingly, the presented design is found out to not only
provide secrecy in the worst security scenario, but also to
enhance the bit error rate (BER) performance of the legitimate
receiver, where a significant gain is obtained while saving the
transmit power.
Next, we investigate the enhancement in the secrecy performance that can be achieved by the proposed scheme when
time division duplexing (TDD) mode is considered. This
is achieved by introducing two levels of security, which
are obtained by the joint and hybrid design of subcarrier
index selection alongside adaptive interleaving based on the
channel of the legitimate user. This scheme is named as
OFDM-SIS with adaptive interleaving (OFMD-SIS-AI).
Moreover, to facilitate the BER and outage secrecy
performance analysis of the proposed OFDM-SIS scheme,
the probability distribution functions (PDFs) of the
effective instantaneous power and amplitude of the faded
subchannels are numerically calculated using fitting methods
Based on these, new mathematical expressions for the
BER of both the legitimate receiver and the eavesdropper as
well as the secrecy outage probability are derived. The provided results prove the effectiveness of the proposed design
in achieving practical secrecy alongside remarkable enhancement in the BER performance of the legitimate receiver
with respect to the conventional and index modulation-based
OFDM designs.
The rest of the paper is organized as follows. The system model and its preliminaries are described in Section II.
The details of the developed secure OFDM-SIS scheme are
revealed in Section III. The analytical analysis is presented
in Section IV. Computer simulation results are exhibited
and discussed in Section V. Finally, the paper is concluded
in Section VI.1
II. SYSTEM MODEL AND PRELIMINARIES

A single-input single-output (SISO) OFDM system is
considered. Specifically, the system is composed of a transmitter (Tx), called Alice, aims at communicating confidentially with a legitimate receiver (Rx), called Bob, whereas
an eavesdropper, called Eve, is trying to intercept the data
1 Notations: Vectors are denoted by bold-small letters, matrices are
denoted by bold-capital letters, and I is the identity matrix. The transpose, Hermitian, and inverse are symbolized by ( · )T , ( · )H and ( · )−1 ,
respectively.
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FIGURE 1. A simplified generic system model for the considered two physical layer security scenarios: 1) FDD mode,
where the CSI of Bob is sent publicly to Alice, enabling Eve to access it. 2) TDD mode, where the CSI of Bob is
estimated by using channel sounding, preventing Eve from accessing it.

TABLE 1. The two operational modes considered in the system model.

communication link between the two legitimate parties
(Alice and Bob) as shown in Fig. 1, where two operational modes (FDD and TDD) are considered for the proposed scheme. The channels experienced by both Bob hb ∈
C[1×L] and Eve he ∈ C[1×L] are assumed to be multi-path
slowly varying channels of L exponentially decaying taps
with Rayleigh fading distribution. Moreover, since Eve is a
passive node, the realistic assumption, where Alice has no
knowledge of Eve’s channel, is adopted. Moreover, both Bob
and Eve are assumed to experience independent channels
as the wireless channel changes according to the locations
of Tx and Rx as well as the environment [7]. In addition,
we assume two operational division duplexing modes, whose
scenario descriptions, proposed enabling security techniques,
and Eve’s status for each mode are summarized in Table 1.
At Tx, the number of frequency-domain complex data
symbols to be transmitted is N , which also represents
the total number of utilized subcarriers. Thus, we represent
the frequency-domain
OFDM symbol as s =

T
[N
×1]
s0 s1 . . . sN −1
∈ C
. The OFDM symbol is then
interleaved in order to eliminate the correlation between the
subchannels and make them look completely random and
independent as shown in Fig. 2. This is performed so that
VOLUME 5, 2017

FIGURE 2. Bob’s and Eve’s channel frequency responses alongside their
effective interleaved channels i.e., Hfb R and Hfe R (shown in lower part of
the figure).

we can ensure distributing the deep-faded subchannels uniformly over the whole OFDM symbol, and thus guarantee to
experience a few deep-faded subchannels in each subblock.
In this work, we consider using an adaptive CSI-dependent
interleaver, denoted by a unitary matrix R of size N × N ,
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where the entries of each column are all zeros except a single
entry of value equals to one at the position of the subcarrier
to be permutated [12]. We select CSI-based interleaving for
two reasons: 1) it is proven to be the best in terms of eliminating burst errors (or consecutive deep-faded subchannels)
and make them uniformly distributed over the whole OFDM
block when the CSI is available at Tx [24]; 2) it can be utilized
to provide a second level of security in TDD mode beside
the level obtained by the optimal subcarrier index selection
process [12]. It is worth mentioning that the interleaver design
that we have recently devised in [12] was perceived as a kind
of precoder due to the fact that R was extracted by applying
singular value decomposition on the diagonal matrix of the
channel amplitude frequency response, and then taking
the right unitary matrix, resulting from the decomposition, as the interleaving matrix. For more details on the
design of this type of interleavers and how it can be made
robust to channel reciprocity mismatch, we refer the readers
to [12] and [24]. Another important detail to mention here
is the fact that Eve is assumed to perfectly know R in FDD
mode as the CSI is publicly sent from Bob to Alice, and
thus, Eve can use this CSI to derive the used interleaver R.
Similar to OFDM-IM [21], where the whole OFDM block is
divided into sub-blocks and only a subset of the available subcarriers in each sub-block is used for data transmission, here
we follow a similar procedure; however, in our technique,
the subcarrier indices are not used to convey information,
but rather selected adaptively based on the channel of the
legitimate receiver to provide secrecy and enhance reliability.
This is different from OFDM-IM, where the sub-carriers are
selected based on the incoming data to convey information
by the sub-carrier indices so that better reliability can be
achieved at the expense of a minor spectral efficiency loss.
The details of the proposed OFDM-SIS security technique
along with its physical structure will be explained in the
next section. The resulting interleaved block (g = Rs) is
then passed through an IFFT process FH ∈ C[N ×N ] , which
basically maps the data points to orthogonal sub-carriers,
where F is the discrete Fourier transform matrix. To avert the
inter-symbol-interference, a cyclic prefix (CP) of length L is
inserted by using the CP appending matrix C ∈ R[(N +L)×N ] .
Thus, the transmitted baseband signal by Alice can be represented as
x = CFH Rs = CFH g ∈ C[(N +L)×1] .

(1)

After the signal x passes through the channel and reaches
both Bob and Eve, each one of them will first discard the
CP part of the signal using the matrix of D ∈ R[N ×(N +L)] and
then perform an FFT process using the matrix of F ∈ C[N ×N ]
to transform the signal into the frequency domain. Thus, the
net received signal vector with dimensions N × 1 at Bob after
performing the aforementioned operations can be given in a
linear matrix representation form as follows


yb = FD Hb CFH Rs + zb
(2)
= Hfb Rs + zˆb .
25866

(3)

On the other hand, at Eve, the captured signal after the
FFT process can be formulated as


ye = FD He CFH Rs + ze
(4)
= Hfe Rs + zˆe .

(5)

In this model, Hb ∈ C[(N +L)×(N +L)] and He ∈
C[(N +L)×(N +L)] are the Toeplitz matrices corresponding to
the channel impulse responses of both Bob and Eve, whereas
Hfb = FDHb CFH = diag[Hb1 , · · · , HbN ] ∈ C[N ×N ] , and
Hfe = FDHe CFH = diag[He1 , · · · , HeN ] ∈ C[N ×N ] are
the diagonal matrices corresponding to the channel frequency
responses of Bob and Eve, respectively. Note that Hbi and Hei
for 1 ≤ i ≤ N denote the sub-channel frequency response of
the ith sub-carrier with respect to Bob and Eve, respectively.
The vectors zb and ze are formed by the samples of the zeromean complex additive white Gaussian noise (AWGN) with
variances of σb2 and σe2 at Bob and Eve respectively, whilst
zˆb and zˆe are the Fourier transformed versions of the noise
vectors at Bob and Eve, respectively.
III. PROPOSED SECURE OFDM-SUBCARRIER INDEX
SELECTION (OFDM-SIS) WITH
ADAPTIVE INTERLEAVING

The key difference between the use of the proposed technique
in FDD and TDD modes is the fact that the adaptive interleaver is known to Eve in FDD mode, resulting in one security
level, which is provided by the use of optimal subcarrier
index selection (SIS). Thus, the proposed scheme is named in
FDD mode as OFDM-SIS. However, in TDD mode, the
adaptive interleaver will not be known to Eve, resulting in two
security levels which are obtained by both optimal subcarrier
index selection and adaptive interleaving (AI). Thus, the
scheme is named in TDD mode as OFDM-SIS-AI.
The focus of this section will be on explaining
OFDM-SIS, which is introduced for providing secrecy and
enhancing reliability. Here, the transmitted OFDM block, i.e.,
s of length N , is first divided and partitioned into a set of
smaller sub-blocks, each containing K sub-carriers. Recall
that interleaving is performed in order to distribute the deep
fades of the sub-channels and make them look uncorrelated,
random, and uniformly distributed over the whole OFDM
block to ensure experiencing a few deep-faded subchannels in
each subblock. Also, block partitioning is performed in order
to reduce the complexity of the optimization algorithm that
will be explained later. The basic idea of the proposed scheme
is to enlarge the gap between Bob’s and Eve’s capacities by
making the effective SNR at Bob higher than that at Eve for a
given channel frequency response. This is achieved by selecting in each sub-block only the sub-carriers corresponding to
the highest sub-channel gains with respect to the legitimate
receiver only. Particularly, for each sub-block, a set of M
out of K sub-carriers is optimally selected to maximize the
SNR at Bob. Note that the SNR of Bob over each sub-carrier
can be given by SNRbi = γb =

PkHbi k2
,
σb2

where P is the
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FIGURE 3. Subcarrier structure of the designed secure OFDM-SIS scheme
with ζ = 3/4: In each sub-block, surrounded by red rectangle, the
sub-carriers experiencing good sub-channel gains with respect to
Bob are used for data transmission, while the rest are nulled.
Note that with respect to Eve, the nulled sub-carriers do not
usually correspond to the weak (bad) sub-channels.

power allocated to each sub-carrier, whereas kHbi k is the
subchannel’s magnitude. Now, the problem of the optimal
selection of indices of M sub-carriers corresponds to solving
the below optimization problem for all possible sub-carrier
combinations, given as
opt

opt

{c1 , · · · , cM } = arg

max

{c1 ,··· ,cM }∈AM

SNRb[c

1 ,··· ,cM ]

,

(6)

where AM denotes the set of all possible subcarrier combinations with M selected out of K sub-carriers, and SNRb[c ,··· ,c ]
M

1

is the sum of SNRs of the M selected subcarriers in each
subblock. In this scheme, we define ζ = M /K as the subcarrier activation ratio of the number of selected sub-carriers
to the number of available sub-carriers in each sub-block.
Now, since uniform power allocation is used for all subcarriers, the aforementioned problem boils down to selecting
the sub-carriers corresponding to the best sub-channel gains.
This can be given as below
opt

opt

opt

{c1 , c2 , · · · , cM } = arg

max

{c1 ,··· ,cM }∈AM

kH kb[c

1 ,··· ,cM ]

,
(7)

where kH kb[c ,··· ,c ] is the sum of the magnitudes of the subM
1
channels corresponding to the selected subcarriers. Note that
K
searching all possible subcarrier combinations, i.e., M
=
K!
,
may
dictate
considerable
complexity,
especially
M !(K −M )!
when the block size is very large. Therefore, it is important
to significantly reduce the complexity of solving the above
problem. This is achievable when the whole OFDM block is
split into smaller parts to reduce the size of the search space.
Moreover, we also want to make sure that, in each subblock, the sub-carriers have to experience independent as well
as different high and low sub-channel gains so that the high
ones with respect to Bob can be used for data transmission,
while the low ones can be nulled as visualized in Fig. 3. It is
obvious from Fig. 3 that, with respect to Bob, the transmitted
VOLUME 5, 2017

data points correspond to high subchannel gains, while the
nulled ones correspond to deep-faded sub-channels; on the
other hand, the selected subcarriers will correspond to random subchannels with respect to Eve.
To further reduce the complexity of the optimization problem, Alice can select M (1 ≤ M ≤ K ) out of K subcarriers
that maximizes the effective instantaneous SNR at Bob in
each sub-block by first ranking the sub-carriers based on
their instantaneous channel gains in a descending order, i.e.,
{kHb1 k2 ≥ kHb2 k2 ≥ · · · ≥ kHbK k2 }. Then, Alice selects
the first M indices of the sub-carriers corresponding to the
sorted sub-channel gains. It should be noted that this scheme
has some similarities with the optimal antenna selection techniques in the spatial domain of MIMO systems [25], [26],
but here the selection is performed in the spectral domain of
the transmit OFDM waveform and different data symbols are
sent over different orthogonal sub-channels.
It is manifest from the aforementioned discussion that
two different subcarrier selection procedures are introduced,
namely, the combination-based and sorting-based selection
schemes. Although we can use any one of them as both
are optimal in terms of maximizing the SNR at the legitimate receiver; however, we adopt the sorting-based selection
scheme for the rest of the paper due to its low-complexity and
low-delay features compared to that of combination-based
selection. These features are also very favorable and desirable
for URLLC services as well as for compact, battery-limited
5G-IoT devices.
At Bob’s side, the captured signal can be given as
 
s
yb = Hfb RP d + zˆb ∈ C[N ×1] ,
(8)
sz
where sd = [s(1) s(2) . . . s(N −Nz ) ]T is a vector of
Nd = N − Nz = ζ N frequency data symbols, and sz =
[s(1) s(2) . . . s(Nz ) ]T is a vector of Nz = (1 − ζ )N nulled
sub-carriers. P is the permutation matrix, which determines
the positions (or indices) of the used and nulled sub-carriers
in each OFDM block. After discarding the unused nulled subcarriers, yb will have the size of (ζ N ) × 1. Bob then employs
the low-complexity zero-forcing frequency domain equalization, followed by deinterleaving, to detect the transmitted data
symbols.
At Eve’s side, and by assuming that Eve has a sophisticated
receiver with full knowledge of the transmission technique
and the CSI of the legitimate channel, enabling her to know
the indices of the sub-carriers used for data transmission, its
captured signal can be given by
 
s
ye = Hfe RP d + zˆb ∈ C[N ×1] .
(9)
sz
After discarding the unused nulled sub-carriers, ye will
have the size of (ζ N ) × 1. For Eve to detect the transmitted symbols, she equalizes its received data symbols vector
by its corresponding channel frequency response, and then
deinterleaves using R to detect the transmitted symbols. Note
that Eve will not have the same performance as that of the
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legitimate receiver due to the fact that her channel is different from Bob’s one. In other words, since the selected
sub-carriers at Alice are independent of Eve’s channel, the
M strongest, selected transmit sub-carriers for Bob corresponds to a random transmit sub-carriers selection with
respect to Eve. According to this design, the proposed
OFDM-SIS scheme not only provides secrecy, enhances reliability, and saves power, but also enjoys low-complexity
receiver structure compared to the sophisticated ML-based
receivers in OFDM-IM.
It is worth mentioning that the proposed scheme results
in a controllable spectral efficiency loss due to not using all
subcarriers (specifically, the ones with low subchannel gains)
for data transmission. However, the adjustable spectral efficiency loss turns into a significant gain in terms of providing
better reliability and secrecy with less transmit power and
minimal processing and modification at Rx side, making it
suitable for URLLC service [18]. Moreover, the extra degree
of freedom formed by the OFDM-SIS technique due to subcarrier selection process can provide flexibility in the OFDM
design in the sense that it can be exploited to not only enhance
secrecy with minimal capacity reduction, but also to perform
other useful functionalities. More precisely, unlike OFDMIM, where the nulled subcarriers cannot be exploited to
provide other advantages besides conveying information, in
OFDM-SIS, the inactive nulled subcarriers can intelligently
be utilized through filling them with specially designed
signals to reduce out-of-band emission (OOBE), peak-toaverage power ratio (PAPR), and/or adjacent channel interference (ACI) in multiuser scenario as is the case in unique-word
OFDM waveform [27]. These kind of designs are beyond the
scope of this paper, but can be considered as future works
on the proposed technique from the perspective of waveform
design.

IV. PERFORMANCE ANALYSIS

Since two levels of security (one by optimal subcarrier index
selection and the other by adaptive interleaving) are provided by the proposed security design in the TDD mode,
whereas only one security level (optimal subcarrier index
selection) is provided in the FDD mode, it is important to
quantify the performance obtained by each level individually
and then jointly. Thus, in this section, we first analyze the
performance obtained by OFDM-SIS (FDD mode), and then
by OFDM-SIS-AI (TDD mode).
In order to evaluate the secrecy performance of the proposed OFDM-SIS technique, we need to calculate the statistics of the effective instantaneous SNR at both Bob and Eve,
kHbi k2 P
kHe k2 P
and γe = σi 2 , respectively. Since
given by γb =
2
σb
e
both Bob’s and Eve’s SNRs are functions of the instantaneous amplitude (or power) of their effective corresponding
channels, we require to calculate the distributions associated
with these quantities so that we can use them to determine
the distributions of γb and γe and then quantify the obtained
secrecy and reliability performance.
25868

FIGURE 4. The amplitude distribution of the effective subchannels for
Bob using the proposed technique with ζ = 3/4. As shown, it follows
Nakagami distribution with shape and scale parameters given by
u = 1.297 and w = 1.156, respectively. Note that Nakagami fits
the best with the aforementioned parameters that are obtained
by fitting methods after applying the proposed OFMD-SIS scheme.

A. STATISTICS OF Bob’s EFFECTIVE SNR

The proposed OFDM-SIS results in changing the effective
fading distribution over the transmit sub-carriers with respect
to Bob. This is due to the fact that a certain percentage of the
most deep-faded subchannels are excluded from being used
for data transmission, and thus, the fading depth is reduced.
The proposed transmission scheme will intuitively lead to
an enhancement in the BER performance of the legitimate
receiver compared to the standard OFDM transmission as
will be demonstrated by computer simulations in Section VI.
In order to obtain the distributions of the amplitude and power
of the faded subchannels, we use numerical data fitting methods. Particularly, the distributions are obtained by simulating
10000 realizations generated from a standard Rayleigh fading
distribution with power delay profile as that explained in
the simualtion result section. Then, the proposed OFDM-SIS
scheme is applied for selecting the optimal set of sub-carriers,
to be used for data transmission. Last, fitting tools are utilized
to find the best matching distribution for the fading amplitude
and power of the actual used sub-channels.
It is observed from the fitting results that the effective subchannel fading amplitude distribution over each sub-carrier
under the effect of the proposed technique with ζ = 3/4
turns out to follow Nakagami distribution with shape and
scale parameters given by u = 1.297 and w = 1.156,
respectively, as shown in Fig. 4. This is different from the
conventional OFDM, in which the fading distribution does
not change and remains Rayleigh as it is assumed in the system model. Moreover, the effective sub-channel power distribution over each sub-carrier changes from being exponential
as is in OFDM to become Gamma with shape and scale
0
0
parameters given by u = 1.297 and w = 0.891, respectively,
as shown in Fig. 5. The resulting PDF of the effective subchannel fading amplitude, i.e., α = kHbi k, corresponding to
each transmit sub-carrier, can mathematically be given as
 u 
 u u 1
α 2u−1 exp − α 2 ,
Pα (α) = 2
w 0(u)
w

(10)

VOLUME 5, 2017

J. M. Hamamreh et al.: OFDM-SIS for Enhancing Security and Reliability of 5G URLLC Services

FIGURE 5. The power distribution of the effective subchannels for Bob
using the proposed technique with ζ = 3/4. As shown, it follows Gamma
0
distribution with shape and scale parameters given by u = 1.297 and
0
w = 0.891, respectively. Note that Gamma fits the best with the
aforementioned parameters.

where u and w are respectively the shape and scale parameters
of the obtained Nakagami distribution. Also, we define  as
the mean square
 of the sub-channel fading amplitude of α,
i.e.,  = E α 2 . It should be emphasized that the fading
distribution of the effective subchannel depends solely on
the selection ratio ζ of the proposed scheme. For the two
selection ratios we investigate in this paper, i.e., ζ = 2/4
and ζ = 3/4, we have the following Nakagami distribution
related parameters:
ζ = 2/4 ⇒ u = 1.48,
ζ = 3/4 ⇒ u = 1.297,

w = 1.31,  = 1.3534

(11)

w = 1.156,  = 1.1565. (12)

Note that for different values of ζ , different fitting parameters of the Nakagami distribution will be obtained. These
are the parameters of the distribution that best fit the effective subchannel amplitude after employing the proposed
ODFM-SIS scheme with a certain selection ratio.
Now, the PDF of the effective instantaneous SNR at Bob
γb can be determined by using a change of variables in the
expression for the fading distribution Pα (α) of α [28], giving
q

γb
Pα
γ¯b
q
Pγb (γb ) =
.
(13)
γ¯b γb
2 
By considering the special case of ζ = 2/4 as an example
and approximating the scale parameter u and make it equal
to 1.5, Pγ (γ ) can be given as below2


 u u 1  32 √γ
u γb
b
Pγb (γb ) ≈
. (14)
exp −
w 0(u) γ¯b 32
w γ¯b
The above formula represents a Gamma distribution with
parameters associated with ζ = 2/4.
2 The approximation is made in order to be able to integrate the
BER formula (to appear in subsection C) and get an approximated closedform expression. Due to this approximation a slight deviation from computer
simulation will occur (as it will be shown in Section VI).
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FIGURE 6. The amplitude distribution of the effective subchannels for
Eve using the proposed technique with ζ = 3/4. As shown, it is Rayleigh
distribution with scale parameter β = 0.704. Note that the other
distributions with their own corresponding parameters that
make them equivalent to the fitted subchannel power values
can also be used in the analysis.

B. STATISTICS OF Eve’s EFFECTIVE SNR

To find the probability distribution of the instantaneous SNR
at Eve under the effect of the proposed technique, we perform
fitting for the effective subchannel fading amplitude experienced by each transmit sub-carrier similar to the case of
Bob’s channel. Since selecting the optimal set of subcarriers,
corresponding to the strongest set of subchannels for Bob,
corresponds to a random subchannels set with respect to
Eve, the distribution is intuitively anticipated to be similar
to the original assumed fading distribution, i.e., Rayleigh.
Our obtained results confirm this intuition and demonstrate
that the effective distribution of the subchannel amplitude is
approximately Rayleigh distributed (same as the original one)
with scale factor β as shown in Fig. 6. Also, the effective distribution of the subchannel power is exponential with mean
factor ψ as shown in Fig. 7. Mathematically, the amplitude
subchannel distribution can be given as below:


αe2
αe
Pαe (αe ) = 2 exp − 2 ,
(15)
β
2β
where β is the scale parameter of the obtained Rayleigh
distribution.
 Also, e is the mean square variable of αe i.e.,
e = E αe2 , which is also equal to ψ obtained by fitting
methods. For the selection ratios we adopt in this paper, we
have the following approximated distribution parameters
ζ = 2/4 ⇒ β = 0.706,

e ≈ 1

(16)

ζ = 3/4 ⇒ β = 0.704,

e ≈ 1

(17)

The PDF of γe can be determined by using a change of
variables in the expression for the fading distribution Pαe (αe )
of αe , yielding

q
 e γe
Pα
γ¯e
q
Pγe (γe ) =
.
(18)
γ¯e γe
2 e
By taking the special case of the scheme with ζ = 2/4 as an
example, the approximated PDF of the effective Eve’s SNR,
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FIGURE 7. The power distribution of the effective subchannels for Eve
using the proposed technique with ζ = 3/4. As shown, it is exponential
distribution with mean parameter ψ ≈ 1 (which is equal to e as well).
Note that there are four distribution models that match and coincide with
each others when considering their own specific fitting parameters.

Pγe (γe ), can be given in an exponential distribution form as
 
 
γe
1
exp
.
(19)
Pγe (γe ) =
γ¯e
γ¯e
Using the above calculated distribution functions, we can
now evaluate the BER performance of both Bob and Eve.
Moreover, since we now have the SNR statistics of both Bob
and Eve, evaluating and analyzing the secrecy performance
analytically becomes feasible and convenient, enabling us to
examine the advantages of the proposed scheme.

It should be mentioned that the above derived BER of
Bob is also applicable to the case of TDD mode as optimal
subcarrier index selection is used in both modes. Now, since
channel coding is not included in the design, adaptive interleaving does not contribute to the BER performance. However, one can expect further enhancement in the BER when
coded design is considered as it will improve the decoding
performance [24]. It is also important to mention that Bob’s
BER obviously does not get affected whether Eve knows the
interleaver (FDD mode) or not (TDD mode). However, the
secrecy level will remarkably be affected as Eve’s BER in
TDD mode will not be the same due to not knowing the
interleaving matrix as it will be shown in the next subsection.
D. Eve’s AVERAGE BER

As we have demonstrated in the previous analysis that the
PDF of the instantaneous SNR of Eve does not change and
remains Rayleigh as anticipated, one can analytically show
that the BER performance of Eve under the effect of the
proposed scheme is the same as the conventional OFDM.
For BPSK/QPSK modulation system, the BER of Eve can
be given as
Z
1 ∞
√
(23)
erfc( γe )Pγe (γe ) dγe .
BERe =
2 0

C. Bob’s AVERAGE BER

By substituting the PDF of the effective instantaneous SNR
of Eve into (23), we get the following integration formula
 
 
Z
1 ∞
1
γe
√
BERe =
erfc( γe )
exp
dγe . (24)
2 0
γ¯e
γ¯e

Having formulated the PDF of the instantaneous SNR of Bob,
we can analytically evaluate the BER performance of Bob
under the effect of the proposed OFDM-SIS scheme. For
BPSK/QPSK modulation, the BER of Bob can be given as
Z
1 ∞
√
BERb =
erfc( γb )Pγb (γb ) dγb ,
(20)
2 0

The above integral can readily be solved, and its final solution
yields an exact closed-form expression for Eve’s BER, which
can be given as
s
!
γ¯e
1
1−
.
(25)
BERe =
2
(1 + γ¯e )

where erfc(·) is the complementary error function. By substituting the PDF of the effective instantaneous SNR of Bob
into (20), we get the following integration formula
3 Z
∞
1  u u 1  2
√ √
BERb =
erfc( γb ) γb
3
2 w 0(u) γ¯b 2 0


u γb
× exp −
dγb .
(21)
w γ¯b

For the case of TDD mode, where the adaptive interleaver
cannot be known to Eve due to performing the estimation of
the legitimate user’s channel by using channel reciprocitybased sounding techniques instead of sending CSI feedback;
Eve’s BER will not be the same as the above derived formula.
Particularly, Eve’s BER will severely be affected by her
inability to guess the interleaving matrix R.
Since all the subcarrier indices of the OFDM symbol are
involved in the interleaving process, there will be N ! possible interleaving patterns. Thus, the probability that Eve can
guess the extracted interleaver is Pe = N1! . Accordingly,
the BER of Eve in TDD mode with unknown interleaving
pattern, denoted by BER∗e , can be given as BER∗e ≈ Pe ×
BERe + 12 (1 − Pe ) [9]. It is obvious that the secrecy gap level
(i.e., BER difference between Bob and Eve [3]) will significantly be improved as Eve’s BER (BER∗e ) will be extremely
bad, i.e., Eve’s BER will be equal to 0.5, which is the worst
random guess any receiver can make.

The above integral is solvable [29], and its final solution
results in an approximated closed-form expression, which can
be given as


√
arctan ( ρ)
G
1
BERb ≈ √
−
,
(22)
2ρ(1 + ρ)
2ρ 3/2
2 π
3

where G =


u u 1 2
w 0(u) 3
γ̄b2

tangent inverse.
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, ρ =

u 
w γ¯b ,

and arctan(·) is the
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E. SECRECY OUTAGE PERFORMANCE

In this subsection, we use the secrecy outage probability as
a metric to analytically evaluate the secrecy performance of
the proposed OFDM-SIS scheme in the FDD mode. Secrecy
outage is chosen as a suitable metric to quantify the performance because of the fact that the CSI of Eve’s channel in a
practical passive eavesdropping scenario is neither available
to Alice nor to Bob. The secrecy outage probability can be
given as [3]
Psout = Pr{Rsec < Rs },

(26)

where Rsec is the instantaneous secrecy rate of the proposed
OFDM-SIS technique and is given by Rsec = [Rb − Re ]+ ,
in which [q]+ denotes max {0; x}, Rb = log2 (1 + γb ) is the
instantaneous rate of the Bob’s effective channel, and Re =
log2 (1 + γe ) is the instantaneous rate of the Eve’s effective
channel, whereas Rs > 0 is a predefined targeted secrecy rate.
The secrecy outage probability can be further defined as [2]

V. SIMULATION RESULTS

Psout = Pr[Rsec < Rs | γb > γe ] Pr[γb > γe ]
+ Pr[Rsec < Rs | γb ≤ γe ] Pr[γb ≤ γe ]. (27)
Since Pr[Rsec < Rs | γb ≤ γe ] always equals to unity when
γb ≤ γe , the above formula can be reduced to
Psout = Pr[Rsec < Rs | γb > γe ] Pr[γb > γe ]
+ Pr[γb ≤ γe ].

(28)

Using probability concepts, we can rewrite the previous formula as
Z ∞


Psout =
Fγb 2Rs (1 + x) − 1 fγe (x)dx,
(29)
0

where x stands for the realizations of γe due to notational
simplicity (i.e., fγe (x) = Pγe (γe )). Fγb (.) is the CDF of the
SNR of Bob. For ζ = 2/4, the CDF of γb can be obtained by
integrating its PDF given in (14), resulting in the following
expression
√
√ √  √ −ρx !
π erf ρ x
xe
−
,
(30)
Fγb (x) = G
3
ρ
2ρ 2
where erf(.) is the error function [29]. By substituting the
CDF and PDF of the effective instantaneous SNR of Bob and
Eve, respectively, into (29), we get the following formula for
Psout

Z

∞

= rG

√ q

√
π erf
ρ 2Rs (1 + x) − 1




0

Z
− rG
0

∞

2ρ
q


3
2


2Rs (1 + x) − 1 e−ρ
ρ



e−rx dx 


2Rs (1+x)−1


e

−rx 

dx

(31)
1
γ¯e .

where r =
By integrating the above equation, we obtain
the final expression of the secrecy outage probability formula
given in (32), which is placed at the top of the next page,
where 0(., .) is the incomplete Gamma function [29].
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FIGURE 8. BER of both Bob and Eve using the proposed OFDM-SIS in FDD
mode compared to OFDM and OFDM-IM. QPSK modulation and different
ζ values are used. FDD system is considered, where Eve knows Bob’s CSI.

In this section, we provide computer simulation results to
demonstrate and validate the effectiveness of the proposed
security scheme and to also examine the impacts of the
selection ratio and the average SNR on the security and
reliability performance. First, we quantify the secrecy performance obtained by OFDM-SIS scheme in an FDD mode,
then we examine the expected performance gain when
OFDM-SIS-AI is used in a TDD mode. We consider a practical uncoded SISO-OFDM system with N = 64 sub-carriers
adopting quadrature phase shift keying (QPSK) modulation
and a guard period of length L. The number of sub-blocks
in each OFDM block is considered to be N /K = 16,
where each sub-block contains K = 4 available sub-carriers.
Two different values of the activation ratio ζ are considered, i.e., ζ = 3/4 and ζ = 2/4. The channel is modeled as an independent and identically distributed (i.i.d.)
block-fading, where channel coefficients are drawn from a
Rayleigh fading distribution, and the channel is deemed to
be slowly varying. The Rayleigh multi-path fading channels
of both Bob and Eve are assumed to have the same length,
L = 9 samples, with a normalized power delay profile
given by p = [0.8407, 0, 0, 0.1332, 0, 0.0168, 0.0067,
0, 0.0027] mW [30]. Additionally, we consider an eavesdropper, who perfectly knows the transmission technique used
at Alice as well as the CSI of the legitimate receiver in an
FDD system during the channel feedback process.
In the performance evaluation, we use both secrecy outage
probability metric to quantify the achievable secrecy level,
and BER-based secrecy gap metric [7] to not only evaluate
the secrecy, but also to quantify the amount of information
leakage to Eve and the reliability enhancement with respect
to the legitimate receiver.
Fig. 8 shows the BER performance gain of a legitimate
Rx, employing the proposed OFDM-SIS in FDD mode with
selection ratios ζ = 3/4 and ζ = 2/4 compared to an
OFDM-IM scheme with unity and half selection ratios,
i.e., ζ = 4/4 = 1 and ζ = 2/4 = 0.5, respectively.
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√
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√
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(32)

2

Note that OFDM-IM with unity selection ratio corresponds
to standard OFDM. Particularity, it is shown that OFDM-SIS
outperforms OFDM at BER = 10−3 by more than 5 dB and
by around 10 dB for ζ = 3/4 and ζ = 2/4, respectively,
and the gain difference gradually grows as the SNR increases.
This gain is obtained by utilizing the optimal sub-carrier
selection scheme according to the Bob’s channel, in such a
way that the Bob’s SNR is maximized. This causes avoiding
the deep-faded sub-channels (which limits the performance)
with respect to only Bob, resulting in changing the fading
distribution to a less severe fading, and thus, enhancing the
BER performance of the fading-limited OFDM-based transmission waveforms.
Generally, it is observed from Fig. 8 that the BER performance enhances as the selection ratio decreases with the price
of reduced spectral efficiency. More precisely, an extra gain
of 5 dB is achieved at BER= 10−4 when the selection ratio
reduced from ζ = 3/4 to ζ = 2/4. It should be mentioned
that for ζ = 2/4, the slight mismatch between the derived
closed form BER expression of Bob and its numerical result
is due to two reasons: 1) the necessary approximation we
used for the scale parameter u, which appears in the PDF
of the effective SNR of Bob, as stated in the footnote of
Section IV; 2) the effective subchannel amplitude distributions of Bob over each subcarrier changes according to the
considered power-delay profile of the channel. Specifically,
it is observed that the channel amplitude fading distribution
in OFDM-SIS is not exactly the same for all subchannels as
opposed to the case in conventional OFDM.
Furthermore, Fig. 8 exhibits the BER performance of
Eve assuming that she is fully aware of the used scheme
and also the interleaving matrix as well as the indices
of the sub-carriers selected for data transmission as she
is considered to know the legitimate CSI link in case of
FDD system. Both simulation and analytical results exhibit
25872

Rs
2 +1

matching BER performance and prove that Eve’s BER under
the proposed scheme is the same as that of standard OFDM as
expected. This happens due to the use of channel-dependent
optimal subcarrier indices selection with respect to Aliceto-Bob channel that is different from Alice-to-Eve channel,
for which the selection process looks random (not optimal).
Thus, the system response will not be favorable to Eve and
no performance gain is delivered to her.
It is also observed that Eve’s BER does not change with
the variation of selection ratio and the secrecy gap between
Bob’s and Eve’s sides increases as the average SNR grows
due to the enhancement in the Bob’s BER. The obtained
secrecy gap is significant and can be utilized to provide
QoS-based secrecy [11], [3]. For instance, at BER= 10−4 ,
there is a difference (secrecy gap) of 10-12 dB between Bob
and Eve, and thus for a service requiring BER below 10−4 ,
Bob can reliably use the service when his average SNR is
equal or greater than 20 dB, while Eve is prevented from
using it at comparable SNR values. In fact, Eve needs
10-12 dB more signal power than the average SNR of Bob
(i.e., Eve’s SNR must be at least 32 dB) to be able to decode
the same service reliably. This created gap in BER performances between Bob and Eve results in a good secrecy level
that can be effectively utilized to deliver a certain service
securely.
Fig. 9 depicts the performance of the secrecy outage probability achieved by the introduced OFDM-SIS
scheme in FDD mode when the predefined secrecy rate
threshold is set to unity (i.e., Rs = 1). Secrecy outage is drawn versus Bob’s average SNR when Eve’s
average SNR (γ̄e ) is equal to 0 dB and 10 dB,
while the selection ratio ζ equals to 2/4, 3/4, and 4/4.
From Fig. 9, we see that the decrease of ζ results in a
better secrecy outage performance as the effective SNR
at Bob increases. This occurs due to avoiding deep fades
VOLUME 5, 2017
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FIGURE 9. Secrecy outage probability of the proposed OFDM-SIS in
FDD mode for ζ = 1, 0.75, 0.5; Rs = 1; and γ̄e = 0 dB and 10 dB.

FIGURE 10. BER secrecy gap comparison between the proposed
OFDM-SIS in FDD mode and OFDM-SIS-AI in TDD mode.
QPSK modulation with different ζ values are used.

and using only the subchannels of highest gain with respect
to Bob.
Fig. 10 presents the secrecy gap performance obtained
by OFDM-SIS-AI, which is used in TDD mode and provides two security levels: one by the adaptive interleaver and
the other by the subcarrier index selection. This figure also
provides the comparison of the OFDM-SIS-AI scheme with
OFDM-SIS, which is proposed for the FDD mode and also
used in TDD mode. Particularly, Fig. 10 shows that the BER
performance of Eve using OFDM-SIS-AI remains at 0.5 for
both selection ratios ζ = 2/4 and ζ = 3/4 as Eve has no
information about the interleaver matrix extracted from Bob’s
channel. Also, the BER of Bob is the same as that provided
by the OFDM-SIS scheme in an uncoded system for the
same ζ values. It is important to mention that OFDM-SIS-AI
scheme can provide better BER performance to the legitimate
user when channel coding is used as it breaks burst errors
by mitigating the correlation between subchannels, and thus
enhancing the decoding capability. Note that the performance
VOLUME 5, 2017

investigation of the proposed scheme with channel coding as
well as the effect of practical issues, such as synchronization
and estimation errors are beyond the scope of this paper, and
left for future research studies.
Based on the obtained results and from both security
and reliability perspectives, we have demonstrated that the
reliability performance of the proposed OFDM-SIS scheme
outperforms both conventional OFDM as well as OFDM-IM.
Furthermore, the secrecy performance gain is achieved not
only in TDD mode, but also in FDD mode by considering
a very challenging scenario where Eve can access the CSI
of the legitimate link, and without sharing secret keys, or
knowing Eve’s channel, or even causing any major changes
in the receiver design. Given the simplicity of the proposed
design, its hardware testbed implementation is very handy
and straightforward to build, making it very appealing for
advanced 5G and beyond systems and URLLC services as
well as low-complexity Internet of Things (IoT) devices.
It is noteworthy to mention that there is an interesting
trade-off between the achievable secrecy and reliability from
one side and spectral efficiency from another side (i.e., both
secrecy and reliability performance enhances as the spectral
efficiency decreases). This trade-off is fully controllable and
adjustable via the selection ratio parameter ζ , which can be
modified according to the requirements of the user applications and services.
Moreover, the proposed scheme has the advantage of the
new degree of freedom created from the selection process,
which can provide more flexibility in the OFDM design.
More precisely, the subcarriers that are not used for data
transmission because of their low subchannel gains, which
already limit the performance of both BER and throughput,
can be deliberately filled with specially designed signals,
that can perform other important functionalities like reducing
OOBE and PAPR in each subblock for burst transmission scenarios [5]. In this kind of design, better secrecy and reliability
can be achieved while mitigating the effect of challenging
problems such as power leakage, PAPR, and interference.
Thus, there is almost no loss in the overall system performance, but rather more gains.
It should also be emphasized that although OFDM-SIS is
proposed in this work for a single user scenario, where the
subcarriers assigned to a certain user are channel-dependent
as well as adaptively distributed over the whole band (with
a structure similar to that of OFDM-IM before interleaving)
thanks to the use of channel-based adaptive interleavers;
OFDM-SIS can also be employed for multi-user scenarios.
Specifically, in a multi-user scenario, full subcarrier utilization can be achieved as bad subcarriers with respect to a
certain user can be good with respect to another user experiencing a different channel condition. Thus, minimal spectral
efficiency reduction of the proposed scheme can be guaranteed by assigning the nulled subcarriers with respect to
a certain user to other users in the network to send their
data over these subcarriers, which may experience good subchannel gains, resulting in what is called multi-user diversity
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facilitated by different scheduling and resource allocation
techniques.
VI. CONCLUSION

An efficient 5G URLLC-tailored physical layer security
technique, which can provide two security levels in TDD
mode and one in FDD mode, has been proposed for protecting OFDM-based waveforms against eavesdropping. In this
technique, named as OFDM-SIS, the frequency response
of correlated subchannels is first converted into a completely uncorrelated effective response by means of adaptive
channel-based interleaving. Then, the whole OFDM symbol
is divided into small sub-blocks, each containing a set of
sub-carriers experiencing uncorrelated random sub-channels,
from which we select and use only the ones corresponding to
good sub-channels for data transmission, while the remaining
ones are suppressed. This transmission mechanism results not
only in providing remarkable secrecy gap, but also enhances
the reliability performance of the legitimate user compared
to the standard OFDM transmission. Moreover, the technique
saves power and provides secrecy even in the worst security
scenario, where the eavesdropper is assumed to know the
channel of the legitimate link due to using some kind of
explicit FDD-based feedback. The presented results have
proven the capability of the proposed scheme in achieving
practical secrecy without increasing the complexity of the
OFDM structure or knowing Eve’s channel, making it very
suitable for low complexity 5G-URLLC services (IoT-based
remote control and tactile applications). Future work can
consider designing and investigating the secrecy performance
of different variations of the proposed OFDM-SIS scheme
assuming different block sizes and activation ratios. Moreover, utilizing the degree of freedom created by the proposed
scheme for providing larger secrecy gap as well as performing other advantageous functionalities besides secrecy, such
as reducing PAPR and mitigating OOB leakage (two main
drawbacks of OFDM-based waveforms) are appealing future
research directions in order to maximize the overall system
performance gain.
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