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Abstract—In this paper, we propose a physical layer security scheme that
exploits a novel index modulation (IM) technique for coordinate interleaved
orthogonal designs (CIOD). Utilizing the diversity gain of CIOD trans-
mission, the proposed scheme, named CIOD-IM, provides an improved
spectral efficiency by means of IM. In order to provide a satisfactory
secrecy rate, we design a particular artificial noise matrix, which does not
affect the performance of the legitimate receiver, while deteriorating the
performance of the eavesdropper. We derive expressions of the ergodic
secrecy rate and the theoretical bit error rate upper bound. In addition,
we analyze the case of imperfect channel estimation by taking practical
concerns into consideration. It is shown via computer simulations that the
proposed scheme outperforms the existing IM-based schemes and might be
a candidate for future secure communication systems.

Index Terms—Index modulation, coordinate interleaved orthogonal
designs, artificial noise, physical layer security.

1. INTRODUCTION

NDEX modulation (IM) schemes have been gaining a tremendous
I interest over the years considering innovative ways to convey
additional information [1]. Spatial modulation (SM), which employs
IM by utilizing the indices of transmit antennas as an additional in-
formation source, has been a promising advancement on conventional
multiple-input multiple-output (MIMO) transmission [1], [2]. In SM
systems, inter-channel interference (ICI) and inter-antenna synchro-
nization (IAS) can be prevented due to the activation of a single antenna
during transmission. Besides, SM can reduce the hardware cost by
using only a single RF chain. However, the broadcast nature of wireless
communication channels introduces SM the risk of information leakage
to eavesdroppers. Therefore, physical layer (PHY) security has attracted
the attention of researchers in recent years. PHY security exploits the
channel between the transmitter and the intended receiver in order to
prevent information leakage. SM and PHY security exploit the same
principle as they both utilize the randomness and uniqueness of wireless
channels. SM based solutions originate new degrees of freedom for
PHY security. There are numerous systems in the literature utilizing
SM for PHY security. In [3], the authors proposed a precoding-aided
SM (PSM) scheme, where the transmitter (Alice) is aware of the
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channel state information (CSI) of both intended receiver (Bob) and
eavesdropper (Eve). Considering the passive eavesdropper case, where
Alice is not aware of Eve, a secret PSM (SPSM) scheme is introduced
in [4]. Here, along with a precoding matrix, which is constructed
by zero-forcing method, a fast time-varying precoder is proposed to
provide a further enhancement in the secrecy rate. The SPSM principle
is integrated to multi-user (MU) systems in [5], where MU interference
cancellation is implemented to improve the signal-to-interference plus
noise ratio (SINR) at Bob. PHY security is explored using an artificial
noise (AN) signal in [6]. In this study, a jamming signal, which lies
in the null space of the channel between Alice and Bob, is transmitted
along with an amplitude-phase modulation (APM) symbol. Moreover,
the security performance of AN-aided SM is analyzed under the case of
imperfect channel estimation in [7]. As a further improvement on earlier
AN schemes, an AN cancellation scheme is introduced where transmit
antenna selection (TAS) is applied to select a number of transmit
antennas in [8]. Here, two AN signals cancel out each other at Bob
using the knowledge of Bob’s CSI. However, the BER performance of
this system model is open to improvement through diversity techniques.
Thus, in [9], Alamouti’s space time block code (STBC) is utilized to
provide diversity gain. Two AN signals are transmitted from the active
antennas of Alamouti’s scheme and they are cancelled out at Bob.
Nonetheless, [9] has a strict limitation that Alice is always equipped
with three antennas, which is not suitable for flexible large-scale MIMO
systems.

Against this background, we propose a novel PHY security scheme
for single-user (SU) multiple-input single-output (MISO) systems,
which is called as CIOD-IM. The main motivation of our system is to
ensure PHY security along with high spectral efficiency and diversity
by means of a novel IM method and coordinate interleaved orthogonal
designs (CIOD). In this system, we introduce a special AN matrix
design that enables the cancellation of AN signals at Bob for each
time slot. We analyzed the bit error rate (BER) as well as ergodic
secrecy rate (ESR) performance over Rayleigh fading channels. In
addition, we analyze the BER and ESR performance in the presence
of imperfect channel estimation since it might be challenging to obtain
perfect CSlin practice. Furthermore, the BER results are verified by the
theoretical upper bounds. Our extensive computer simulations reveal
that the proposed scheme outperforms the conventional [8] and the
efficient Alamouti [9] schemes in terms of the secrecy and the BER
performance. Finally, we note that the CIOD-IM scheme is suitable
for future low-complexity and massive MIMO systems by providing
satisfactory BER results.

II. SYSTEM MODEL

In this section, we introduce the essentials of CIODs and the working
principle of the CIOD-IM scheme.

A. Coordinate Interleaved Orthogonal Designs

We utilize CIOD in our system, which is a promising concept for
MIMO systems. The main idea is the transmission of the in-phase
and the quadrature components of APM symbols via different transmit
antennas during different time slots to provide a diversity gain. Con-
sidering the specific CIOD for four transmit antennas, we note that two
RF chains are required at each time slot which reduces the complexity.
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Fig. 1. The system model of the CIOD-IM scheme.
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where z; = R{x;} +jS{z.},i € {1,...,4} with x; representing the

i*" symbol transmitted by the CIOD matrix, a equals to 3,4,1,2
for increasing values of i, respectively, and (.)* denotes the complex
conjugate. It should be noted that full diversity is achieved if and only
if the coordinate product distance (CPD) of the constellation set 2
is different than zero. The CPD is given by A = minmk#m&c calzer —
Tyl |Teg — )l Where xx; and xxq represent the in-phase and the
quadrature components of the k' symbol, respectively. In order to
satisfy this condition, constellations with A =0 such as QAM are
rotated with a certain angle. The CPD is maximized for square lattice
constellations and QPSK when the rotation angle is 6 = 31.7175°
and 0 = 13.2885°, respectively [10]. Another important feature of the
CIOD transmission is its symbol-by-symbol detection capability which
reduces the decoding complexity [11].

B. Proposed CIOD-IM Method

We consider a large-scale MISO secure communication system
with a transmitter called Alice equipped with N transmit antennas, a
legitimate receiver called Bob, and an eavesdropper called Eve, both
equipped with a single receive antenna, as shown in Fig. 1. Here,
4 log, (M) bits determine four M -ary APM symbols transmitted during
four different time slots while log, (V) — 1 bits determine an antenna
combination from N/2 possible combinations. Therefore, the spectral
efficiency is | = (4log, (M) + log,(IN) — 1)/4 bits per channel use
(bpcu).

In practice, imperfect CSI can be faced due to the channel estimation
errors. Therefore, we assume that the imperfect CSI of the main channel
(Alice-to-Bob) is available at Alice and Bob, whereas the imperfect CSI
of the eavesdropping channel (Alice-to-Eve) is only available at Eve.
The main and the eavesdropping channels are given by [7]

h = \% - thest + v Uzherm
=V - O'dest + v Uzgerr

where h.g, hepr, est, and g, are 1 X N vectors indicating estimates
and estimation errors of the main and the eavesdropping channels,
respectively, and o? is the power of estimation error. The entries of
both main and eavesdropping channels are independent and identically
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Fig. 2.

distributed (i.i.d) complex Gaussian variables with zero-mean and
unit-variance.

1) Novel Index Modulation: As shown in Fig. 2, antenna combi-
nation index bits select one of N/2 antenna combinations, where the IM
is employed. Regardless of the selected antenna combination, the box
on the left is filled with @ (Z, Z,) and on the right with 6(Z3, Z4). When
i*™™ antenna combination is selected where i € {0,...,N/2 — 1},
(2i + 1)*™™ and (2i +2)t" antennas are active during the first two
time slots while (N —2i — 1)*" and (N — 24)*" antennas are active
during the last two time slots, and the CIOD matrix is constructed by
S, :Z‘,‘C LAk iTkr + Aoy ig where A, u € {1,...,8} are
the complex weight matrices of the CIOD matrix when ¢*" antenna
combination is selected, and E[|xy|*] = aP;,:/8, where o represents
the power ratio allocated to the CIOD matrix, and P;,; represents
the total transmit power. For example, assuming N = 8 and antenna
combination index bits of [0, 1] the transmitted CIOD matrix is obtained
as

th

0 0

S, — 0(2,7,) ~0 ) 3)
0 0(133,.T4)
0 0

where 0 is a 2 x 2 all zeros matrix.

2) Artificial Noise Cancellation: Inorder toimplement AN can-
cellation, the AN matrix of the i*" combination, Z;, should be carefully
designed with respect to IM so that it is cancelled out while passing
through the main channel. Z; is constructed by replacing 6(%, Z,) and
0(Z3,Z4) in S; with Q(z11, 221) and Q(z12, 222), respectively. Here, Q
matrices are given as

211 R 212

] 4)
222

where z;, = B,v,1,t € {1,2} is the AN signal transmitted from [*"
active transmit antenna during ' half of the time slots, 3;; is the

Q(z11,221) = |: ] Q(z12,222) = |:212

221 221 222
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coefficient of the corresponding AN signal, and v is a complex Gaus-
sian random variable with zero-mean and unit-variance. When the 7"
antenna combination is selected, the interference caused by Z; at Bob,
hZ;, is obtained as

[[h2i+l h2i+2]Q(2’11 ; Zzl) [hN—Zi—th—Zi}Q(Zl% 222)] (5)
where hj,j € 1,..., N is the channel coefficient from j*® transmit
antenna to Bob. When this interference equals to zero, AN signals are
cancelled out at Bob. Thus, Bob is not affected by the AN matrix. How-
ever, since Alice has the imperfect CSI of the main channel, the AN co-

efficients are also obtained erroneously as 3;; = — E?fz, By = h2H!
— pRit2 2i+1 . — N-2i-1

or By = hiy ;/321 = —hgy , while B, = - est 7522 =hog "

or B = R %, By = —h2 271 where hl,, is the estimate of the

channel coefficient from j*" transmit antenna to Bob. It should be noted
that the AN effect cannot be eliminated by Eve even with the knowledge
of Alice-Bob channel because of the random effect of v.

3) Received Signals: The vector of received signals at Bob is
given as

ye =h(S; +Z)) +np,
=V 1- Uzhestsi

0'2(1 — a)Ptot

+Vorh,,.S; +
Py

he'rr Z’L + npg (6)

Ap

where Z fV represents the normalized AN matrix, and P represents the
power of the AN matrix, where P, = 8, np is the complex additive
white Gaussian noise (AWGN) vector with zero-mean and [V, variance
entries, and n 5 is the colored Gaussian noise vector of which the entries

are uncorrelated with the variance of Np = E[agnZ]/4. Thus, the
received signal at Bob can be rewritten by
B=VI1-— thestsi +np. @)

Since the entries of np are colored, the linear whitening trans-
formation function (¥g = \/NT)(NB)A/Q) is applied on each entry
to make them white Gaussian noise entries with zero-mean and N,
variance [8]. Thus, the processed received signal at Bob becomes
¥5 = h.S; +nip, where 5 = ¥Upyp, hey = U1 — 02h.,
and le = \I/BﬁB.

The received signal model of Eve is almost the same with Bob, where
the only difference is the AN, which is given as

ye=g(Si+Z)) +np = V1-0%geSi+0p (8
where ng is the AWGN vector with zero-mean and N, variance
elements, and ng is the colored Gaussian noise vector of which the
entries are uncorrelated with the variance of N = E[fzni¥] /4, which
is given in (9). Applying the linear whitening transformation function
(VU = /Ny (Ng)~'/?), the received signal at Eve can be obtained as
S’E = gestsi + ﬁEv where S’E = \I/EyE’ gest = \I/E V 1 - Uzgest,
and ﬁE = \I’EﬁE

1—02)(1 — )P, —
IAIE = \/( . )(.F) a) : thStZi + Uzge'rrsz
Z

0'2(1 — Oé)Ptot

P, Berr Z;+ng.

(C)]
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4) Detection: Both Bob and Eve use the two-stage detection
method, which is a symbol-by-symbol and low complexity detection
scheme. At the first stage, antenna combination is detected via summing
minimum decision metrics of each symbol, which is given by

i= argmln Zer , re{B,E} (10)

1€{0,.. —1} =1
where =ys - est(A2k LiTeik + Ay & AQ)”z and
eLEk = ||¥E — 8est (Ang_1, i i, ik + A2k T kQ)HZ represent
the metric of the k" symbol when zth antenna combination

is selected for Bob and Eve, respectively, while gk =

argming.(; o |¥8 — Best (Aok1,i%cr + Aok i) |1 and
B= argmingc, oy 1¥5 — &est(Aok1,i%cr + Askizcq)|
represent the symbol index that provides minimum metric of the k"
symbol when i*"' antenna combination is selected for Bob and Eve,
respectively. At the second stage, each symbol is separately detected
as & = Q(¢0Y), 2 = Q(CH?), 23 = Q(¢Y?), and T4 = Q(CHH).

~~~~~

III. PERFORMANCE ANALYSIS

In this section, we derive the ESR and theoretical BER expressions
in order to evaluate the secrecy and error performance and verify our
computer simulations.

A. Ergodic Secrecy Rate

There are a total of N/2 antenna combinations and each APM
symbol is chosen from the normalized M -ary constellation. Assuming
that y is the set of all possible CIOD matrices, the elements of x are
discrete variables with the same probability of 2/N M*, and X, denotes
the n'" CIOD matrix in the set. The ESR of the CIOD-IM scheme
is expressed as Rs = [Rp — Rp|™ where [a]T indicates max{0, a},
Rp and Rp indicate the ergodic rate of Bob and Eve, respectively.
Since the received signal at Bob can be given as y g = flestXn +npg,
its complex received vector has the conditional probability density
function (PDF) that is given by [12]

4
~ 1 _HyB est}{ ”2

f— pr— —_— . 11

p(ye|X=X,) LFNJ exp ( N, (11)

The marginal PDF of the complex received vector is expressed as

Nt 4 5 ~
_ 2 E 1 exp 7HyB B hestXn”z (12)
NM?* 2= 7N, No '

The mutual information of Bob can be obtained as follows

7yB) ~

p(X
Z/ X yo)log: S

N aré
m

, 3
- ViF Z Ea, {log2 Z

ny=1
< ”flest (X
X exp| —

1(yp:;X) =

B

|
—
9]
&
W] =
S

n = Xny) + 05| — |5
Ny '
(13)

Since the transmission is conducted in four time slots, the ergodic
rate of Bob can be obtained as Rp = I(y5;X)/4.
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Using a similar approach, the mutual information and the ergodic
rate of Eve can be obtained as given

N a4

I(yg;X) =1 o 2 ZZ Eq

YE; - ng 2 NM4 n:I ng

o o ) + i — il
gest Xn_xnz +ﬁE - ﬁE
x | log, exp(— )],
[ nzZ:] No
(35X

B. Theoretical Bit Error Rate

Utilizing the union bound technique with associated pairwise error
probabilities (PEPs), the theoretical BER upper bound is derived for the
case of perfect channel estimation. Assuming that X, is erroneously
detected when X, is transmitted, the theoretical BER upper bound can
be given as [13]

4;

2
€n,u

u=1 log,

P.(X, — X,) (15)

n=1

where P.(X, — X,,) represents the PEP of deciding X,, when X,,
is transmitted, and e, , is the number of bit errors for the cor-
responding pairwise error event. The conditional PEP (CPEP) de-
pending on h can be given by P.(X,, — X,|h) = Q(,/7s7) where
vs = aPiot /2Ny, andy = |h®,,,, ||* in which ®,,, = X,, — X, with
X, X, € x. The unconditional PEP can be obtained by taking the ex-
pectation of CPEP, which can be represented as [, Q(y/7s7)p~ (7)d.

Using the moment generating function of ~, M, (s) = [det(I, —

sA) TN =TI2_,(1 — shg) ™" where A = (<I>ffu<1>nu), D = rank(A),

and A4,d € {1,...,4} representing the eigenvalues of A, and the

alternative expression of Q-function, the PEP can be obtained as [14]
aPiotha

P.(X,, — X,) de. 16

( / H ( 2N, sin® 9) (16)

IV. SIMULATION RESULTS

In this section, BER and ESR performances of the CIOD-IM scheme
are investigated with respect to the efficient Alamouti [9] and the
conventional [8] schemes, and the BER performances are verified by
the theoretical BER upper bound given in (15). The impact of imperfect
channel estimation and power allocation are analyzed in terms of BER
and ESR performances, respectively. For the sake of fairness of the com-
parisons, it is assumed that P;,; = 1 for all schemes. In all simulations,
signal-to-noise ratio (SNR) is defined as E /Ny, where E; = aP,;/8
for the CIOD-IM scheme, Es = aP;.:/4 for the efficient Alamouti
scheme, and E; = aP;,: for the conventional scheme, and perfect
channel estimation is assumed unless otherwise stated. In addition, the
results of the conventional scheme is obtained assuming SLNR based
TAS [8]. In Fig. 4 and Fig. 6, N, and NV, represents the number of total
and selected transmit antennas at Alice, respectively.

Fig. 3 illustrates the BER performance of the CIOD-IM scheme
for a large-scale MISO system with N =4 and 32 by employing
different modulation levels as QPSK and 16-QAM. It can be seen that
as N increases, the BER performance gets worse in the most of the
SNR regions while the spectral efficiency rises. Also, we verify our
simulation results with theoretical upper bounds for the reference two
systems, which shows that our simulation results match with the upper
bounds at high SNR values. It can also be observed that Eve’s BER is
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—4— CIOD-IM, (N =4, QPSK, [ = 2.25)
CIOD-IM, (N = 32, QPSK, [ = 3)
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—A— CIOD-IM, (N

=32, 16-QAM, I = 5)

— — = CIOD-IM Theoretical Upper Bound J

BER

Fig. 3. BER performance of the CIOD-IM scheme for N = 4 and 32 with
QPSK and 16-QAM.

| [—4—CIOD-IM, (N

=8, QPSK, [ = 2.5)
—m— Conventional, (N, =3, N, =2, BPSK, | =2)
—A— Conventional, (N, =6, N, =4, BPSK, | = 3)
Efficient Alamouti, (N, =3, N, =2, QPSK, [ = 2.5)
! 1 L &
0 5 10 15 20 25 30
E,/Ny

Fig.4. Comparison of the BER performances of the CIOD-IM and benchmark
schemes for2 <[ < 3.

almost 0.5 for all N and M values, which indicates that Eve cannot
obtain any information.

InFig. 4, we compare the BER performance of the CIOD-IM scheme
with the efficient Alamouti and the conventional schemes for2 < [ < 3.
It is clear that the proposed scheme outperforms benchmark schemes.
It should be noted that regardless of the number of transmit antennas
at Alice, there are only two active RF chains in the CIOD-IM scheme,
which ensures improved performance without additional complexity.
Diversity orders will be more evident in the higher SNR regimes.

In Figs. 5(a) and (b), we investigate the effect of imperfect channel
estimation and power allocation on the BER and ESR performances of
the CIOD-IM scheme, respectively, for N = 4 and QPSK. In Fig. 5(a),
we considered the cases of o> = 0 which corresponds to perfect channel
estimation, o> = 0.03,and o> = 0.1.Itis clear that any error in channel
estimation significantly deteriorates the BER performance.

Fig. 5(b) illustrates that the security performance degrades as «
increases. Also, it can be observed that secrecy behavior is different
when most of the power is allocated to APM symbols. As the SNR
increases, the more power allocated to APM symbols becomes more
significant as channel quality increases. Therefore, secrecy diminishes
in the high SNR region.

Finally, the ESR performances of the CIOD-IM and benchmark
schemes are compared in Fig. 6. The CIOD-IM scheme achieves a
better ESR performance than the efficient Alamouti scheme for the
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Fig. 5. The effect of (a) imperfect CSI on the BER. (b) power allocation on
the ESR performance of the CIOD-IM scheme for N = 4 and QPSK.

Ergodic Secrecy Rate

—4—CIOD-IM, (N =38, QPSK, | = 2.5)
—m— Conventional, (N, =3, N; =2, BPSK, | = 2)

Efficient Alamouti, (N, = 3, N; =2, QPSK, [ = 2.5)
0 5 10 15 20 25 30
E,/No

Fig.6. Comparison of the ESR performances of the CIOD-IM and benchmark
schemes for2 <[ < 3.

same spectral efficiency in all SNR regions. These results ensure that
the CIOD-IM scheme achieves a competitive secrecy rate.

V. CONCLUSION

In this paper, a new secrecy scheme, which is called as CIOD-IM,
has been introduced. The proposed system model increases the spectral
efficiency of CIOD transmission by means of a novel IM technique.
Moreover, the special design of the AN matrix provides a satisfactory
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secrecy performance. The security and the BER performances have
been investigated under Rayleigh fading environment and compared
with benchmark schemes. The ergodic rates of Bob and Eve have been
derived and the ergodic secrecy rate has been obtained. In order to verify
the correctness of our simulation results, the theoretical upper bound
of the BER has been derived. Our simulations show that the CIOD-IM
scheme achieves better results than the benchmark schemes both in
terms of the secrecy and the BER performances. Finally, it has been
observed by its improved BER results in large-scale MISO setups that
the CIOD-IM scheme can be a promising candidate for future massive
MIMO systems requiring both high reliability and secrecy.
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