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a b s t r a c t

Detection of jamming attacks is an important tool to improve the resource efficiency of jammer
resilient communication networks. Detecting reactive jammers is especially difficult since the attacker
is cognitive and focuses only on the used channels. Orthogonal frequency division multiplexing with
index modulation (OFDM-IM) consists of active and passive subcarriers. Only active subcarriers carry
modulated signals while passive subcarriers are left unused. In OFDM-IM systems, information bits
are also dynamically embedded in the indices of these active subcarriers. As a result, remaining
passive subcarriers cause instantaneously changing and unused holes in the spectrum that a reactive
jammer cannot escape from attacking. In this paper, we propose an OFDM-IM-based detection scheme
to improve the detection performance against reactive jammers. The proposed method exploits the
dynamically changing empty OFDM-IM subcarriers to improve detection performance. A detection
mechanism that is based on the variance of received signals is considered to identify the jammed
subcarriers reliably and with low complexity. We assumed a destructive and elusive reactive jammer
model that applies a zero-mean Gaussian jamming signal to the occupied channels. The performance
of the variance detector is investigated analytically for OFDM-IM and OFDM-based systems under the
given jammer model. The results showed that passive subcarriers of OFDM-IM inherently provide a
better detection performance compared to the classical OFDM. Lastly, the analytical results are verified
via simulations against both full-band and partial-band reactive jammers. Also, the effect of noise and
the jamming power on the detection performance is investigated via extensive simulations.

© 2022 Elsevier B.V. All rights reserved.
1. Introduction

Multiple access and broadcast nature of wireless channels en-
ble the mobility of communication networks. On the other hand,
he same nature presents a high vulnerability to attacks on the
hysical layer such as eavesdropping or jamming [1]. Providing
ecurity against these attacks is a major design challenge and re-
uires additional network resources. A common approach against
assive attacks, e.g. eavesdropping, is not based on hiding the
ransmitted signals at the physical layer. Instead, the information
s secured with encryption techniques at the upper layers. The
amming attacks are, however, extremely hard to deal with in the
pper layers and effective countermeasures are usually based on
voiding the attacker at the physical layer.

✩ This work was supported by ASELSAN Inc..
∗ Corresponding author at: Istanbul Technical University, Department of
lectronics and Communication Engineering, Istanbul, Turkey.

E-mail address: altunu@itu.edu.tr (U. Altun).
ttps://doi.org/10.1016/j.phycom.2022.101909
874-4907/© 2022 Elsevier B.V. All rights reserved.
Designing a jamming strategy and the corresponding counter-
measure are the two sides of the same paradigm and require a
good understanding of both sides. The success of an attack or
defense mechanism heavily depends on the opposite side’s char-
acteristics. For example, an anti-jamming method can provide re-
silience against a low-complexity jammer by increasing its signal
power and surpassing the jamming signal. However, a cognitive
jammer that concentrates its jamming power at a crucial point
of legitimate communication cannot be avoided with this coun-
termeasure. Here, avoiding the jammer at its cognition stage can
be more efficient, although this approach can require additional
complexity and bandwidth. Eventually, each countermeasure-
jammer pair presents a different balance between the design
complexity, resource consumption, and communication quality.

Detecting jammers and identifying their nature is essential for
an anti-jamming method to adjust itself against various types of
jammers [2,3]. Especially, the resource consumption can be highly
reduced by activating the countermeasures only in the presence
of a detected jammer. A straightforward method to detect jam-
ming attacks is to measure the packet delivery ratio (PDR) at the

https://doi.org/10.1016/j.phycom.2022.101909
http://www.elsevier.com/locate/phycom
http://www.elsevier.com/locate/phycom
http://crossmark.crossref.org/dialog/?doi=10.1016/j.phycom.2022.101909&domain=pdf
mailto:altunu@itu.edu.tr
https://doi.org/10.1016/j.phycom.2022.101909


U. Altun, A. Kaplan, G.K. Kurt et al. Physical Communication 55 (2022) 101909

u
t
(
c
o
e
o
o
m
s
o
r
c
(
d
t
w
i
o
s
o
b
r
c
u
o
t
r

O
m
t
a
o
a
s
d
b

A
p
a
b
m
i
A
o
m
m
t
b
t
s
o
i
j

I
l
t
f
t
t
o
I
t

t
j
o
p
c

2

u
j
a
q
c
m
p

pper layers [4]. However, PDR does not give any information on
he jammer’s type. On the other hand, physical layer properties
e.g. signal strength) can be beneficial to identifying the jammer’s
haracteristics [5,6]. Joint usage of signal strength and PDR meth-
ds are considered in [5] to improve detection performance. Han
t al. [7] propose a jamming detection algorithm which is based
n the maximum and minimum variances of the pilot subcarriers
f OFDM symbols. The authors of [8] analyze anti-jamming com-
unication using prospect theory (PT) to investigate end-user
ubjectivity. The objective of both a smart jammer and a sec-
ndary user is to increase their signal-to-interference-plus-noise
atio (SINR) based on their PT-based utility functions in a fading
hannel. Recently, [9] proposed an IM-based frequency hopping
FH) scheme to avoid jamming attacks. The study exploits the tra-
itional FH mechanism to avoid jammers. However, it proposes
o carry additional information on the used FH pattern. In other
ords, the model selects an FH pattern from a pool based on

nformation bits and uses an energy detector at the receiver to
btain the information. In [10], the authors propose a deception
trategy by backscattering jamming signals. The study is based
n luring the reactive jammer to send jamming signals and then
ackscattering the received jamming signals to the legitimate
eceiver. The results of [10] show that communication throughput
an be increased when the jamming power increases. The study
ses a deep learning-based jamming detection algorithm as a part
f a multi-stage framework. Compared to the proposed approach,
he detection algorithm of [10] is extremely complex since it
equires a training process.

OFDM-IM is an emerging technique that combines traditional
FDM with index modulation (IM) to achieve better perfor-
ance [11]. An index modulation scheme carries extra informa-

ion by embedding additional information bits into the indices of
domain. This notion gained popularity with the development
f spatial modulation (SM) which uses active antenna indices as
domain (refer to [12] for detailed information). Similar to SM
chemes, an OFDM-IM scheme uses active subcarrier indices as a
omain and carries extra information by embedding information
its into active subcarrier indices.
OFDM-IM has been pioneered by Basar et al. starting with [11].

fterwards, various new adaptations of OFDM-IM have been pro-
osed in the literature to improve its performance. In [13], the
uthors propose layered OFDM-IM, which can increase the num-
er of carried IM bits compared to the traditional OFDM-IM. The
ain idea behind [13] comes from dividing the subcarrier set

nto multiple layers in which all layers use a unique constellation.
nother interesting idea focuses on eliminating the disadvantages
f null subcarriers of OFDM-IM. The authors of [14,15] propose
ultiple-mode OFDM-IM which eliminates null subcarriers by
odulating them with distinct constellations. Moreover, an in-

erleaved grouping method is proposed in [16] which achieves
etter information rates than traditional OFDM-IM. In [17,18],
he authors consider dynamically changing the number of active
ubcarriers which is fixed in classical OFDM-IM. The performance
f OFDM under jamming attack is investigated in [19,20] and
t has been shown in [21] that OFDM-IM is more resilient to
ammers than the conventional OFDM systems.

Advanced detection schemes exist in the literature for OFDM-
M as in [22,23]. However, these schemes have practical chal-
enges and have never been tested against jamming attacks. On
he other hand, energy/variance-based detectors are well known
or OFDM-IM systems and jamming scenarios. The presence of
he jammer detection algorithms regarding OFDM or OFDM-IM
echniques is quite limited in the literature (to our knowledge,
nly Kaplan et al. [21] considers the performance of OFDM-
M under jamming attacks). However, a more general form of

he jammer detection problem that we are interested in can be o

2

found in signal detection algorithms of OFDM-based systems.
Cognitive radio networks use energy detection to identify avail-
able frequency channels. Energy detector designs of OFDM-based
cognitive radios [24–26] present a similar detection problem.
The authors of [27] also proposed a similar detection mecha-
nism to distinguish between OFDM frames under narrow-band
interference.

In this paper, we propose a novel jamming detection method
that exploits the sparsity of OFDM-IM symbols. We first focus
on the jamming detection capabilities of OFDM-IM systems and
demonstrate that the detection of highly complex reactive jam-
mers is possible with OFDM-IM-based communications. The mo-
tivation behind this study is to exploit the vacant subcarriers
that are unique to OFDM-IM to improve detection performance.
OFDM-IM presents empty subcarriers that are spread in each
symbol, i.e. holes in the spectrum. Since the location of empty
subcarriers change in each symbol according to the information
bits, even reactive jammers that observe the spectrum cannot
avoid attacking the empty subcarriers. These holes present an
opportunity to obtain clean observations for the hypothesis test.
Our contributions can be listed as follows.

• The proposed OFDM-IM-based detection scheme outperforms
traditional methods on detecting reactive jammers: A novel
detection mechanism that is based on OFDM-IM and sample
variance is proposed against reactive jammers. It is shown
that empty subcarriers of the OFDM-IM scheme present bet-
ter detection performance than the filled subcarriers. Tra-
ditional schemes such as OFDM carry modulated signals at
each subcarrier. As a result, they require additional methods
such as frequency hopping to obtain empty subcarriers and
reach the same performance as OFDM-IM. However, OFDM-
IM possesses empty subcarriers in its nature without need-
ing an additional method and sacrificing additional band-
width. Since the task is identifying active/passive/jammed
subcarriers, variance/energy detectors provide a low com-
plexity and reliable solution.

• Detection performance of the proposed method is analytically
investigated and compared with OFDM scheme: The detection
and false alarm probabilities are derived in closed form
expressions and used in order to prove the performances of
OFDM and OFDM-IM.

• OFDM and OFDM-IM schemes are compared with extensive
simulations and the analytical results are verified: Numeri-
cal results show that OFDM-IM-based scheme outperforms
OFDM on the detection performance under both full-band
and partial-band reactive jammers.

The paper is organized as follows. Section 2 is dedicated to
he system model and preliminary information on OFDM-IM and
amming attacks. In Section 3, the jamming detection capability
f the OFDM-IM is investigated and the theoretical results are
resented. Numerical results are given in Section 4. The paper is
oncluded in Section 5.

. Preliminaries

We consider a wireless communication network where two
sers aim to communicate with each other in the presence of a
ammer. Our objective is to obtain information on the jamming
ttack to determine an effective countermeasure. Our model re-
uires an explanation of three aspects; the jammer model, the
ommunication model and the detection basics (e.g. performance
etrics). In this section, we give the related definitions and
reliminaries. Throughout the paper, expected value and variance
perators are denoted by E[·] and v(·), respectively.
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.1. Jammer model

A jammer is fundamentally a malicious node that introduces
ts signal to the channel with the purpose of sabotaging the
ommunication of legitimate users. Jammers can be categorized
ccording to their signal type, their cognitive capabilities or the
mount of the jammed frequency band.

.1.1. Signal type
Jamming signals can be random (i.e. noise) or meaningful

i.e. interference) or even correlated with the legitimate transmis-
ion [28]. Noise jammers fundamentally generate a random signal
most commonly Gaussian distributed) at the target frequency.
n the interference attacks, the jammer transmits modulated
ignals at the target frequency in order to distort the legitimate
ignal. The jammers can also transmit signals that are correlated
ith the legitimate transmission to inflict the most damage
o vulnerable portions of legitimate communication. However,
orrelated signals require highly complex jammer designs while
he generation of noise signals is straightforward. We consider
he existence of a noise jammer for the performance evaluations
s the detection of correlated signals requires measures beyond
ur scope.

.1.2. Cognitive capabilities
The complexity of a jammer design allows jammers to gen-

rate more energy-efficient, intense and elusive attacks. In the
implest form, constant jammers insert its signal to the channel
ontinuously which is energy inefficient and easily detectable.
andom jammers use random schedules where they give breaks
n their attacks to improve energy efficiency. Reactive jammers,
n the other hand, emit their signals only when they detect
communication over the channel instead of using a random

chedule [29,30]. These cognitive capabilities make reactive jam-
ers highly elusive and energy-efficient in exchange for com-
lexity. In our model, we consider reactive jammers and improve
he network’s robustness against them.

.1.3. The amount of jammed frequency band
Jammers can cover the full-band or a partial-band of the

sed channel. The coverage of the spectrum presents an energy
istribution problem for the jammer. A full-band jammer (barrage

jammer, BJ) distributes its energy equally to whole spectrum
while the partial-band jammers (PBJ) attack only a portion of it.
Partial-band jammers can dedicate its total energy to a single
subchannel (single-tone PBJ) or multiple subchannels (multi-tone
PBJ). The energy distribution problem of jammers is recently
considered in [21] and an arbitrary jammer model that considers
nonuniform energy distributions to subchannels is proposed.

In this paper, for analytical simplicity, we consider a zero-
mean Gaussian noise multi-tone reactive jammer, and this ap-
proach is commonly used in the literature [31]. The jammer is
assumed to have cognitive capabilities such that it can observe
the spectrum for a period of time and makes an estimation on the
occupied subchannels with its observation. When the jammer’s
detection algorithm detects an occupied frequency band, it inserts
a zero-mean Gaussian distributed jamming signal targeting the
occupied band. We model the interaction of the jammer and
the communication system in accordance with the literature
as [7,20,28],

y = xh + j + w (1)

where y, x, h, j and w are the received signal, transmitted signal,
channel gain, jamming signal and additive noise in the frequency
domain, respectively.
 H

3

Table 1
An example of OFDM-IM look-up table for (n; k) = (4; 2).
Bits Indices OFDM-IM subblocks

[0 0] {1, 2} [s1 , s2 , 0, 0]
[0 1] {2, 3} [0, s1 , s2 , 0]
[1 0] {3, 4} [0, 0, s1 , s2]
[1 1] {1, 4} [s1 , 0, 0, s2]

2.2. OFDM-IM

OFDM-IM joins traditional OFDM with index modulation and
exploits the frequency selectivity of the wireless channel to ob-
tain a better error performance. OFDM-IM is similar to the tra-
ditional OFDM on its multiplexing and modulation principles
as it uses N orthogonal subcarriers and IFFT-FFT modulation–
emodulation. In addition to OFDM, information bits are also
arried at the indices of the OFDM-IM subcarriers [11]. Carry-
ng information on the indices of a parameter is a well-known
aradigm in the literature and referred as index modulation [32,
3]. The novelty of the OFDM-IM scheme comes from using the
FDM subcarriers as a parameter for index modulation.

xample 1. The working mechanism of an OFDM-IM scheme can
e illustrated with an example as given in Fig. 1. For this example,
onsider a traditional OFDM scheme with N subcarriers, where
each subcarrier carries a modulated signal denoted by s ∈ S ,
nd S is the set of M-ary signal constellation symbols. OFDM-IM
ivides these N subcarriers into g subblocks that each subblock
ontains n = N=g subcarriers and conveys p = p1 + p2 bits.
n each subblock, k subcarriers are selected as active to carry
odulated signals according to first p1 = ⌊log2C(n; k)⌋ bits of p
its whereas n − k subcarriers are left empty, i.e. passive, where
(n; k) is the binomial coefficient and ⌊·⌋ is the floor function. The
odulated signals that are determined by remaining p2 = klog2M
its are transmitted using active subcarriers and are expressed as
� ∈ S , � = 1; 2; : : : ; k in each subblock. The total number of
ransmitted bits and active subcarriers in each OFDM-IM symbol
re given by m = pg and K = gk, respectively. In our example,
ach n = 4 subcarriers forms a subblock and k = 2 subcarriers
ontain modulated signals s1 and s2 in each subblock.

OFDM-IM nodes use a look-up table to assign information bits
o the subcarrier indices and then reconstruct the information bits
rom the indices. The look-up table of an (n; k) = (4; 2) system is
iven in Table 1. As illustrated in the Table, the transmitter can
ain 2 bits of information from 4 possible index sequences. On the
ther hand, information bits are also carried in the modulated sig-
als and the number of signal-bearing subcarriers is intentionally
educed in OFDM-IM (passive subcarriers). The selection of (n; k)
airs and their effect on the system performance is investigated
n [11]. The parameters (n; k) = (4; 2) are shown to outper-
orm OFDM on BER performance and are usually considered as
benchmark.

.3. Detection basics

The objective of a detection problem is to successfully classify
n observation among two distinguishable options. In a jamming
etection problem, these two options become the existence and
he absence of the jammer in the wireless medium. Solving the
etection problem starts with defining the expected observations
or these options as the hypotheses of the problem. We define
he hypotheses of the jamming detection problem with the ob-
ervations of OFDM-IM symbols. These hypotheses can be given
s
0 : yi =xihi + ji + wi; (2)

1 : yi =xihi + wi;
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in the frequency domain after the FFT operation (see [11] for
detailed information on the block diagram of OFDM-IM). H0 is
the null hypothesis that indicates the existence of a jammer. H1
ypothesis is the jammer-free scenario. The observation of the ith

subcarrier is represented with yi; i = {1; 2; : : : ;N}. The additive
oise, the fading coefficient and the jamming signal on the ith

subcarrier are denoted with wi ∼ CN (0;Nw), hi ∼ CN (0; 1) and
ji ∼ CN (0;Nj), respectively, where CN is the circularly symmetric
complex Gaussian distribution.

It should be noted that Nw is the variance of the noise signal
in the frequency domain, which is related by the noise variance
in the time domain, denoted as Nw;t , by Nw =

k
nNw;t . Also, the

ariance of jamming signal in frequency domain, Nj, is related
ith the jamming variance in time domain, denoted as Nj;t , via

Nj =
k
n�Nj;t , where � is the ratio of jammed frequency bandwidth

to signal bandwidth. Here, � can be defined as � =
d
N where

is the number of subcarriers under jamming attack and N
s the total number of subcarriers in an OFDM-IM symbol and
< � ≤ 1 [21]. Transmitted signal of the ith subcarrier is

enoted with xi, where xi = 0 for passive (empty) subcarriers
and selected from a signal constellation (xi ̸= 0) for active (filled)
subcarriers depending on the information bits and the look-up
table. The constellation is assumed to be zero-mean and the
symbol energies, Es, are normalized. Here we define the signal-
to-noise ratio (SNR) and the signal-to-jamming ratio (SJR) of a
symbol by [11],

SNR =
Es

Nw;t
=

Esk
Nwn

; SJR =
Es
Nj;t

=
Esk
Njn�

: (3)

In a detection mechanism, test statistics (T (·)) are compared
with a threshold (�) to make a decision. An observation is decided
as H0 or H1 when T (·) > � or T (·) ≤ �, respectively. Test
statistics fundamentally indicate the rules that are used to classify
an observation. The efficiency of the test statistics relies on the
characteristics of the hypotheses.

The performance of the detection mechanism is measured
with the probability of detection (Pd) and the probability of false
alarm (Pfa) as follows:

Pd = P(T (·) > � ; H0);
Pfa = P(T (·) > � ; H1):

(4)

Here, various threshold values result in different Pd and Pfa char-
acteristics. Investigation of the threshold values reveals a trade-
off between Pd and Pfa. This trade-off is illustrated through re-
ceiver operating characteristic (ROC) curves, where the Pd is de-
icted as a function of Pfa. A detection application usually requires
minimum Pd or a maximum Pfa condition in their designs. ROC
urves illustrate the expected success or false alarm performance

f these conditions according to the used test statistics.

4

. Jamming detection with OFDM-IM

OFDM-IM exploits the traditional OFDM subcarriers for index
odulation. As depicted in Fig. 1, an OFDM-IM symbol consists of
ubblocks in which certain subcarriers are left passive (unused).
FDM-IM compensates this lost information of passive subcarri-
rs by carrying information on the indices of active subcarriers.
assive subcarriers are also the main components of the detection
echanism.
The jammer is modeled with zero-mean distribution to de-

eive simple detection mechanisms such as mean detection (T (yi)
= E[yi] > �). An efficient solution against zero-mean distributed
jamming attacks is using variance detectors, which is a well-
known technique in the literature. The following proposition
presents the unique interaction of the passive subcarriers and the
variance detector.

Proposition 1. Let the channel model and the hypotheses of the
detection problem be as in (2) and the performance metrics Pd and
fa be as in (4), where T (yi) = v(yi) and v(·) is the variance operator.
For any Pfa ∈ (0; 1), following inequality holds,

d; passive > Pd; OFDM > Pd; active; (5)

such that Pd = P(v(yi) > � ; H0), where � is the threshold. Pd; passive,
Pd; active and Pd; OFDM represents the detection probabilities of passive
OFDM-IM, active OFDM-IM and OFDM subcarriers, respectively.

Proof. The variance of a subcarrier can be estimated as

v(yi) =
1

Z − 1

ZX
z=1

|yi;z − yi|2 (6)

where Z is the number of observations, yi is the observation of
he ith subcarrier and yi =

1
Z

PZ
z=1 yi;z .

The authors of [34] state the following three statements in
Theorem 5.3.1 that applies to the variance estimator in (6), where
yi;z ∼ N (�; � 2).

1. v(yi) and yi are independent random variables.
2. yi has a N (�; � 2=Z) distribution.
3. (Z − 1)v(yi)=� 2 has a chi squared distribution with Z − 1

degrees of freedom.

Since h, x, j and w are i.i.d. and as given in (2), yi is CN (0; � 2)
distributed under both hypotheses, where

yi = ℜ(yi) + jℑ(yi); (7)

and
ℜ(yi) ∼ N (0; � 2=2);

ℑ(yi) ∼ N (0; � 2=2):
(8)

Also, it should be noted that the variance operation can be dis-
tributed as,

v(y ) = v(ℜ(y ) + jℑ(y )) = v(ℜ(y )) + v(ℑ(y )): (9)
i i i i i
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rom the third statement of Theorem 5.3.1 [34] and the summa-
ion property of chi-square distribution,

Z − 1
� 2=2

.v(ℜ(yi)) + v(ℑ(yi))/ ∼ X 2(2(Z − 1)): (10)

The expression above can be given as Gamma distribution and
can be rearranged with the scaling property,

Z − 1
� 2=2

v(yi) ∼ � (Z − 1; 2);

v(yi) ∼ � (Z − 1;
� 2

Z − 1
):

(11)

Pd (probability of detection) and Pfa (probability of false alarm)
f the detection problem eventually seek the probability that
est statistics takes on a value larger than the threshold. Notice
hat a cumulative distribution function (CDF) seeks exactly the
omplement of these metrics by seeking the probability that a
andom variable takes on a value less than or equal to a threshold.
ith this knowledge, Pd and Pfa of the detection problem now can

be expressed with the CDF of Gamma distribution as,

P(v(yi) > �) = 1 − Fv(�) = 1 −




�
Z − 1; �(Z−1)

�2

�
(Z − 2)!

; (12)

here Fv(�) is the CDF of the test statistics, 
 (Z − 1; �(Z−1)
�2 ) =

�(Z−1)
�2

0 tZ−2e−tdt is the lower incomplete Gamma function and �
is the threshold. The probability of detection is,

Pd = P(v(yi) > �; H0) = 1 −




�
Z − 1; �(Z−1)

�2
d

�
(Z − 2)!

; (13)

here � 2
d denotes the variance of the received samples under H0

nd can be given as,

2
d =

8><>:
Nj + Nw for passive subcarriers,

1 + Nj + Nw for active subcarriers,

1 + (n=k)Nj + (n=k)Nw for OFDM subcarriers.

(14)

We note that n and k terms appear in � 2
d parameter of OFDM

ubcarriers. A careful reader can ask why OFDM-IM-specific terms
ppear for OFDM subcarriers. The reason comes from the nor-
alization. Identical SNR and SJR conditions are assumed for
FDM-IM and OFDM schemes. Assume that an arbitrary transmit
ower is provided for both schemes. It can be seen that OFDM
ubcarriers are exposed to n=k times the noise and jamming of
FDM-IM scenario when transmit powers are normalized. The
robability of false alarm can be given as,

fa = P(v(yi) > �; H1) = 1 −




�
Z − 1; �(Z−1)

�2
fa

�
(Z − 2)!

; (15)

here � 2
fa denotes the variance of the received samples under H1

s,

2
fa =

8><>:
Nw for passive subcarriers,

1 + Nw for active subcarriers,

1 + (n=k)Nw for OFDM subcarriers.

(16)

Assuming fixed Z and Pfa values, the following equality can be
xtracted from (15).

�passive
=

�active
=

�OFDM
n : (17)
Nw 1 + Nw 1 + kNw
5

Then, detection probabilities over OFDM-IM and OFDM subcarri-
ers for a fixed Z and Pfa become,

Pd;passive = 1 −
1

(Z−2)!
 (Z − 1; (Z−1)�passive
Nj+Nw| {z }
�

);

Pd;active = 1 −
1

(Z−2)!
 (Z − 1; (Z−1)�active
1+Nj+Nw

);

= 1 −
1

(Z−2)!
 (Z − 1; (Z−1)�passive
Nj+Nw| {z }
�

1+ 1
Nw

1+ 1
Nj+Nw| {z }
c1

);

Pd;OFDM = 1 −
1

(Z−2)!
 (Z − 1; (Z−1)�OFDM
1+ n

k (Nj+Nw )
);

= 1 −
1

(Z−2)!
 (Z − 1; (Z−1)�passive
Nj+Nw| {z }
�

n
k +

1
Nw

n
k +

1
Nj+Nw| {z }
c2

):

(18)

It can be seen from the above expressions that c1 > c2 > 1 when
Nj > 0 and n=k > 1. Since 
 (k; � ) function increases with larger
� ,


 (Z − 1; �) < 
 (Z − 1; �c2) < 
 (Z − 1; �c1); (19)

and since Pd decrease with larger 
 (k; � ) values, the following
inequality holds.

Pd; passive > Pd; OFDM > Pd; active: □ (20)

Proposition 1 states the efficiency of passive subcarriers on the
detection problem. The main result of Proposition 1 is that passive
subcarriers show a better detection performance than OFDM
subcarriers. It is obvious that any unused frequency band would
show the same characteristics as the passive subcarriers. How-
ever, reactive jammers especially target the occupied frequency
bands by using its own energy detection system. Traditionally,
avoiding reactive jammers require spread spectrum techniques
that reduce the bandwidth efficiency of the system throughout
the communication. On the other hand, OFDM-IM possesses a
supplementary spread spectrum mechanism on its own without
reducing bandwidth efficiency.

Remark 1. The probability of false alarm expression given in (15)
and (16) does not depend on Nj. As a result, the receiver can
decide on a threshold without any information on the jamming
power. With the knowledge of SNR, the receiver can select a
suitable threshold to satisfy any Pfa requirements. Also, as given
in (12), (14) and (16), detection performance over passive subcar-
riers rely only on threshold, noise variance and jamming variance.
The number of passive subcarriers in a subblock (n − k) does
not affect the detection performance. However, the selection of
n; k parameters directly affects the symbol energy, hence it would
change the detection performance over active subcarriers.

The proof and the results of Proposition 1 is illustrated in
Fig. 2. The variance detector essentially estimates the test statis-
tics (T (yi)) from a finite set. As a result, T (yi) can be modeled
using a probability distribution. The proof states the relationship
between the Pfa and Pd by using the distributions of T (yi) for
H0 and H1 hypotheses. When a � is chosen as the threshold,
the observations above � is considered as a jamming detection.
Hence, the area of distributions above � gives the Pfa and Pd
performance metrics.

The noise level increases the scale parameter of the T (yi)
distributions as given in Fig. 2. Note that OFDM is a special version
of OFDM-IM where all subcarriers are active. The jamming signal
increases the scale parameter of H0 curves for active, passive and
OFDM subcarriers. However, the modulated signal only increases
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Fig. 2. An illustration of Proposition 1 and the detection performance. As the scale parameter increases, the Gamma distribution spreads.
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he scale parameter of active subcarriers of OFDM-IM and OFDM.
ince increasing scale parameters spreads the Gamma distribu-
ion for active OFDM-IM and OFDM subcarriers, the curves of
ypotheses H0 and H1 overlap with each other on a bigger area.
s a result, equal Pfa conditions give smaller successful detection
erformance for these subcarriers. In other words, distinguishing
etween H0 and H1 becomes more difficult and the detection
echanism has a greater chance to flag a false alarm.

.1. Threshold selection

A discussion on selection of the detector threshold is pre-
ented in this subsection. The performance of the proposed
cheme depends on the threshold as � appears in both (13)
and (15). As a result, the threshold can be selected to satisfy
a minimum detection probability or a maximum false alarm
probability. As Proposition 1 proves the superiority of OFDM-
IM scheme in jammer detection, we are interested in finding a
suitable threshold for passive subcarriers. From (13) and (14), a
threshold that provides a certain Pd level over passive subcarriers
can be obtained as,

� =

−1(Z − 1; 1 − Pd(Z − 2)!)

(Z − 1)=(Nj + Nw)
; (21)

here 
−1(Z − 1; 1 − Pd(Z − 2)!) is the inverse of the lower
ncomplete Gamma function such that 1 − Pd(Z − 2)! = 

Z − 1; �(Z − 1)=(Nj + Nw)

�
. The main observation from (21) is

that achieving a certain Pd level requires the knowledge of jam-
ming power (Nj), which is an idealistic assumption. However, a
minimum Nj value which endangers the communication system
can be selected arbitrarily. If the detection system faces a stronger
jamming signal, the detection probability would be higher than
the targeted Pd level as in (13). On the other hand, weaker
jamming signals would reduce the detection probability, however
they would be less harmful to the legitimate communication.

Another important parameter in threshold selection is the
maximum false alarm level. Using (15) and (16), a threshold that
attains a certain Pfa level can be selected as,

� =

−1(Z − 1; 1 − Pfa(Z − 2)!)

: (22)

(Z − 1)=Nw

6

Pfa based threshold selection only requires the noise power (Nw)
knowledge. It should be noted that a threshold that satisfies
both Pd and Pfa conditions may not exist. Eventually, detection
mechanism presents a trade-off between Pd and Pfa. As will be
llustrated in the following sections, possible Pd and Pfa pairs can
e obtained for various thresholds and Nj, Nw values. Depending
n the application, designers can obtain the threshold for the
esired (Pd; Pfa) pair using (21) and (22).

.2. Relation between Pfa and Pd

The probability of detection and false alarm metrics can be
iven explicitly by using (13) and (15) as,

fa = 1 −
1

(Z − 2)!

Z �

0
tZ−2e−tdt;

Pd = 1 −
1

(Z − 2)!

Z �

0
tZ−2e−tdt:

(23)

where,

� =

�z }| { 
(Z − 1)�
� 2
fa

!
� 2
fa

� 2
d
:

Since
�2
fa

�2
d
< 1 and � < � , the relation between Pd and Pfa can

be obtained as follows:

Pd = Pfa +
1

(Z − 2)!

Z �

�

tZ−2e−tdt: (24)

3.3. Asymptotic analysis of Pfa and Pd

In this section, the effect of SNR and SJR on the detection
performance is investigated. Using (24), the asymptotic behavior
of the performance metrics for OFDM-IM and OFDM subcarriers
are given as follows.
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.3.1. OFDM-IM (passive) subcarriers
The relation between � and � is � = � Nw

Nw+Nj
. As Nw → ∞,

� = � and Pd approaches to Pfa. As Nw → 0, � approaches to
ero and from (23), Pd → 1.
When Nj → ∞, � → 0 and Pd becomes 1. As Nj → 0, � = �

and Pd approaches to Pfa.

3.3.2. OFDM subcarriers
For OFDM subcarriers, � = �

1+ n
k Nw

1+ n
k Nw+

n
k Nj

. When Nw → ∞ or
j → 0, Pd approaches to Pfa. Also, as Nj → ∞, Pd approaches to
. When Nw → 0, Pd can be given as a function of Pfa and Nj as

follows:

Pd = Pfa +
1

(Z − 2)!

Z �

�( 1
1+ n

k Nj
)
tZ−2e−tdt: (25)

.4. Acquisition of OFDM-IM (passive) subcarrier indices

One of the largest drawbacks of the proposed scheme is the
ack of indices information of passive subcarriers. An OFDM-IM
eceiver decides upon the passive subcarrier indices at the de-
odulation stage. However, the traditional demodulation process
ecomes unreliable under a jamming attack. For this reason, we
tilize a sorting algorithm to obtain the passive subcarrier indices
t the receiver.
The algorithm sorts the test statistics for each subblock. Pas-

ive subcarriers are expected to present less energy since they
o not contain modulated signal. Depending on (n; k) parame-

ters, k subcarriers with the smallest T (yi) value is considered as
passive at each subblock. The detection over these subcarriers is
expected to present a better performance than the classical OFDM
subcarriers.

The order statistics is an important probability theory tool
that can present the theoretical basis of a sorting operation. The
order statistics state that the sorted sample values also constitute
random variables which distributions can be derived from the
initial distribution [35]. Specifically, we are interested in the
resulting test statistics after the sorting operation. It can be seen
in (12) that the test statistics can be expressed in the form of
cumulative distribution functions before the sorting operation.
The order statistics proves that the CDF of the maximum and
minimum distribution of a sorted sample set can be presented
as,
P(max{X1; : : : ; Xr} ≤ x) = [FX (x)]r

P(min{X1; : : : ; Xr} ≤ x) = 1 − [1 − FX (x)]r

where FX (x) is the CDF of the random variable X before sorting.
When we apply this property in our scenario, we can obtain the
test statistics and Pfa; Pd performance metrics of the sorted T (yi)
distributions. The original test statistics given in (12) becomes,

[1 − Fv(�)]r =

241 −




�
Z − 1; �(Z−1)

�2

�
(Z − 2)!

35r

; (26)

or the subcarrier with the maximum observation variance where
2 is as given in (14) for Pd and as given in (16) for Pfa. Here, r

denotes the number of random variables (subcarrier variances)
that are sorted in each subblock which is r = n − k for passive
ubcarriers and r = k for active subcarriers. Similarly, the perfor-
ance metrics of the subcarrier with the minimum observation
ariance can be given as,

− [1 − .1 − Fv(�)/]r = 1 −

24

�
Z − 1; �(Z−1)

�2

�
(Z − 2)!

35r

(27)

here � 2 is as given in (14) for P and as given in (16) for P .
d fa

7

3.5. The overall algorithm

The proposed detection system is given in Algorithm 1. In
a realistic case, only OFDM-IM parameters such as N; n; k are
nown at the receiver. Since the indices of passive subcarriers
re decoded at the receiver, this information is unreliable under
jamming attack. For this reason, the receiver calculates the test
tatistics for all subcarriers in the 3rd line of the algorithm. In the
th line, calculated test statistics are sorted in each subblock to
ind passive subcarriers. Since passive subcarriers do not contain
nformation bearing signals, the smallest test statistics is expected
o belong to a passive subcarrier. Note that previously, we ex-
loited order statistics to obtain the theoretical basis for this
orting operation. Specifically, presented Pfa and Pd performance
etrics for the subcarrier with the maximum variance in (26)
nd for the subcarrier with the minimum variance in (27). These
quations later will be theoretical benchmarks in the numerical
nalysis of Algorithm 1.
At the last step, detector compares the test statistics of passive

ubcarriers with a predefined threshold. If the test statistics is
reater than the threshold, the statement of the 8th line alarms a
amming attack at the jth subblock. As Proposition 1 states, detec-
ion over passive OFDM-IM subcarriers outperforms traditional
chemes.

.5.1. Complexity analysis
We aim to investigate the complexity and scalability of the

roposed algorithm by checking its asymptotic behavior. Big O
otation is used to define the asymptotic behavior of the algo-
ithm. Also, we aim to compare the complexity of our algorithm
ith an OFDM-based energy detector. Algorithm 1 consists of two
ajor steps that define its complexity. In the first step (line 2), the
lgorithm calculates test statistics for all subcarriers. The calcula-
ion of the test statistics scales with O(NZ) where N is the number
f subcarriers and Z is the number of samples per variance
alculation. In the second major step (line 5), the algorithm sorts
he test statistics in each subblock. Assuming a sorting algorithm
hat scales with the square of its input size, each sorting operation
cales with O(n2) where n is the subblock size. However, we
epeat sorting operation for each subblock which requires O(Nn).
he overall algorithm scales with O(N(Z + n)). An OFDM-based
raditional energy detector does not require a sorting step. It
nly calculates the test statistics for each subcarrier as line 2 of
lgorithm 1. Then, compares the test statistics with a threshold.
s a result, an OFDM-based energy detector would scale with
(NZ). Although traditional energy detector has less complexity

O(NZ) < O(N(Z + n))), this difference is small in practical
pplications. The reason comes from the fact that n should be
uch smaller than Z for a practical implementation. In general,
is chosen to be small (e.g. n = 4) since high n values lead

o impractical active subcarrier combination calculations. On the
ther hand, Z is chosen to be high (e.g. Z = 100) to obtain
good approximation of the variance. In an example scenario
here Z = 100; n = 4, we expect a 4% increase in the complexity
ompared to OFDM-based energy detector.

.6. Theoretical comparison of OFDM-IM (the proposed algorithm)
nd OFDM

Theoretical comparison of OFDM-IM-based and OFDM-based
amming detection schemes is presented in Fig. 3. The figure
llustrates the detection scheme given in Algorithm 1 based on
he theoretical result of Eq. (27). Comparison of detection per-
ormances is presented in Fig. 3(a). For a false alarm limit of

= 0:2, it can be seen that OFDM-IM outperforms OFDM on the
fa
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Algorithm 1 OFDM-IM detection algorithm
1: Initialize N , n, k, Z and �.
2: for i = 1 : N do
3: Calculate the test statistics T (yi) = v(yi) using (6).
4: end for
5: for j = 1 : N=n do
6: Sort T (yj×n); T (yj×n+1); · · · ; T (yj×n+n) in ascending order

and set the minimum value as Tpassive(y).
7: if Tpassive(y) > � then
8: jth subblock is under jamming attack
9: else

10: jth subblock is not under jamming attack
11: end if
12: end for

Fig. 3. Theoretical comparison of OFDM-IM and OFDM for detection and false
alarm performances. For N = 8 OFDM-IM (n = 4; k = 2) and OFDM (n = 1; k =

) systems, the output of Algorithm 1 is presented. (a) Comparison of detection
erformances where a maximum of Pfa = 0:2 level is allowed. (b) Comparison
f false alarm performances where a minimum of Pd = 0:8 level is required.
8

detection performance, especially on higher SNR levels. Fig. 3(b)
shows the comparison of false alarm performances of OFDM-IM
and OFDM. The figure shows the possible false alarm rates when
a minimum of Pd = 0:8 detection rate is required. As seen in
the figure, OFDM-based system cannot obtain Pd = 0:8 without
raising more than 60% false alarm. On the other hand, Algorithm 1
can reach to Pd = 0:8 with almost zero percent false alarm above
10 dB SNR.

4. Numerical results

Our observations from Proposition 1 are verified with simula-
tions in this section. OFDM-IM and OFDM-based communication
systems are modeled over Rayleigh channel. (n; k) = (4; 2) pair
is used with the look-up table given in Table 1 and each active
subcarrier is modulated with binary phase-shift keying (BPSK).
The parameters, their symbols and their values that are used in
the simulations are presented in Table 2. In the simulations, an
OFDM system with 8 subcarriers and an OFDM-IM system with 4
active, 4 passive subcarriers are exposed to full-band and partial-
band jamming attacks. Both jammers are assumed to uniformly
distribute the jamming power to the targeted subcarriers.

The performance of OFDM-IM and OFDM systems are investi-
gated for two cases. In the first case, an ideal scenario is assumed,
where the indices of passive subcarriers are available at the re-
ceiver. In the second case, a realistic scenario is considered, where
the receiver sorts the test statistics to obtain passive subcar-
rier indices. Firstly, the detection performance against full-band
jamming attacks is presented for the two cases. The theoretical
results on the effect of SJR and SNR are verified with numerical
results. Secondly, the detection performance against partial-band
jammers is investigated with simulations.

4.1. Analysis of the receiver operating characteristics under full-band
jamming attack

The detection performance of the OFDM and OFDM-IM sys-
tems are exhibited with ROC curves in Fig. 4. The ROC curves
represent the Pd and Pfa characteristics of a detection mechanism
with respect to varying � values. Fig. 4 includes Pd and Pfa of
04 different � values in each curve. In Fig. 4(a), simulations and
heoretical results of (12) are presented for 15 dB SJR, 10 dB SNR
nd full-band jamming attack. In Fig. 4(b), a sorting algorithm is
pplied to each subblock. The theoretical results of (26) and (27)
re used to verify the maximum and minimum variance passive
ubcarriers after the sorting operation. It should be noted that
he sorting algorithm is noneffective in OFDM system since a
ubblock contains a single subcarrier in OFDM.
Increasing SJR reduces the jammer energy compared to Es

nd diminishes the difference between H0 and H1. As a re-
ult, detection performance reduces with increasing SJR for both
FDM and OFDM-IM systems. In both cases (ideal and realis-
ic), passive OFDM-IM subcarriers outperform OFDM as stated in
roposition 1.

.2. Analysis of the effect of SJR on the detection performance

The influence of the jamming power on detection performance
s examined in Fig. 5 for both ideal and realistic cases. The prob-
bility of false alarm is kept constant at Pfa = 0:2 for each case at
0 dB SNR. In both cases, passive OFDM-IM subcarriers are more
obust to high SJR region than OFDM subcarriers. Approximately
0 dB SJR gap exists between passive OFDM-IM subcarriers and
FDM subcarriers at the average SJR region.
It can be seen that Pd asymptotically approaches to Pfa = 0:2

ith increasing SJR. This result also can be observed from the
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Table 2
Simulation parameters and their values.
Description Value Description Value

Number of subcarriers in a subblock n = 4 Number of active subcarriers in a subblock k = 2
Number of subcarriers in a symbol N = 8 Cyclic prefix length NCP = 4
Modulation BPSK Variance estimation sample size Z = 100
Monte Carlo size 105 Number of channel paths L = 3
Number of subblocks in a symbol g = N=n Number of active subcarriers in a symbol K = kg
Number of bits carrier by a symbol m Bit energy Es = (N + NCP )=m
SNR Esk=(Nwn) SJR Esk=(Njn�)
Fig. 4. ROC curves for full-band jamming detection at 15 dB SJR and 10 dB
SNR. For N = 8 OFDM-IM and OFDM systems. (a) Ideal case. (b) Realistic case
with the proposed sorting algorithm. Test statistics are sorted for each subblock
to obtain passive subcarrier test statistics (OFDM-IM subcarriers with maximum
(Eq. (26)) and minimum (Eq. (27)) test statistics are presented to verify the
impact of sorting).
9

Fig. 5. The effect of SJR on the detection performance (Pd). A maximum of
Pfa = 0:2 level is allowed in the detection mechanism at 10 dB SNR. (a) Ideal
case. (b) Realistic case with the sorting algorithm. Test statistics are sorted for
each subblock to obtain passive subcarrier test statistics (OFDM-IM subcarriers
with maximum (Eq. (26)) and minimum (Eq. (27)) test statistics are presented
to verify the impact of sorting).
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Fig. 6. The effect of SNR on the detection performance (Pd). A maximum of
Pfa = 0:2 level is allowed in the detection mechanism at 15 dB SJR. (a) Ideal
case. (b) Realistic case with the sorting algorithm. Test statistics are sorted for
each subblock to obtain passive subcarrier test statistics (OFDM-IM subcarriers
with maximum (Eq. (26)) and minimum (Eq. (27)) test statistics are presented
to verify the impact of sorting).

distributions of the test statistics that are illustrated in Fig. 2.
Since Nj = 0 as SJR → ∞, the distributions of the received
test statistics for both H0 and H1 hypotheses become identical.
When we set a detection threshold (a vertical line in Fig. 2), the
green and red areas (Pfa and Pd respectively) become identical.
Hence we obtain Pfa = Pd asymptotically. Also, the probability of
detection approaches to 1 as Nj → ∞ for a constant Pfa level.

4.3. Analysis of the effect of SNR on the detection performance

The effect of SNR on Pd is investigated in Fig. 6 at 15 dB SJR
under Pfa = 0:2 restriction for both ideal and realistic cases.
The detection performance improves for both OFDM and OFDM-
IM systems with increasing SNR. Passive OFDM-IM subcarriers
outperform OFDM subcarriers. The figure shows that passive
10
OFDM-IM subcarriers are more robust to noise in both ideal and
realistic cases.

The proof of Proposition 1 implies that asymptotically both
SNR and SJR limit the detection performance. The figure also
shows an example of this observation. The low SNR region intro-
duces more noise to the test statistics and degrades the detection
performance. Specifically, a constant Pfa results Pd = Pfa as Nw →

. The effect of noise decreases at high SNR values and the
nergy of the jamming signal becomes the only bottleneck of
he detection performance. Pd of OFDM subcarriers are related to
the Pfa constraint as shown in (25), while Pd of passive OFDM-
M subcarriers approaches to 1 as Nw → 0. The detection
performance asymptotically becomes Pd = 1 and Pd = 0:3566
for passive OFDM-IM and OFDM, respectively as Nw → 0 and SJR
is 15 dB.

4.4. Analysis of the receiver operating characteristics under partial-
band jamming attack

The partial-band jamming attack scenario is also considered
for both ideal and realistic cases. The jammer is assumed to attack
the first half of the subcarriers (� = 0:5) with a uniformly
distributed jamming power. In Fig. 7, the simulation results of
OFDM-IM and OFDM systems are presented for 15 dB SJR and
10 dB SNR conditions. The jammer is assumed to concentrate
its energy on the half of the subcarriers. Note that two sub-
carrier groups (passive OFDM-IM, OFDM) are observed under a
full-band jamming attack. In the partial-band jamming scenario,
subcarriers are clustered into three groups. This emerges from
the existence of subcarriers that are unaffected from the attack.
Subcarriers that are outside of the jammed area show Pd =

Pfa relation for both OFDM and OFDM-IM systems since their
distributions on both hypotheses become identical without the
jamming signal. On the other hand, passive OFDM-IM subcarriers
under the focus of the jammer demonstrate a higher detection
performance than OFDM subcarriers.

It should be noted that the subcarriers of both OFDM and
OFDM-IM systems present better performance under PBJ com-
pared to the BJ at the same SJR level. The reason comes from the
energy distribution of PBJ. At constant SJR condition, BJ distributes
its total energy to more subchannels than PBJ and the subcarriers
under PBJ are exposed to more jamming energy.

The proposed model performs its detection mechanism on
each subcarrier. Since each subblock of an OFDM-IM system
contains at least one passive subcarrier, the OFDM-IM system
can detect jamming attacks with a high performance at each
subblock. As a result, the OFDM-IM system is effective against
PBJ attacks that are at least on the subblock level. Single-tone
PBJ attacks that target only a single subcarrier of the system can
hit the legitimate communication while deceiving the proposed
approach. However, it is not feasible in a practical scenario since
passive subcarriers in OFDM-IM change dynamically. Even if the
single-tone jammer targets only active subcarriers (and keeps
other subcarriers idle), the passive subcarriers will be different in
the following symbols. Eventually, the target of the single-tone
PBJ will match with passive subcarriers which will result in the
detection.

5. Conclusion

In this paper, the jamming detection performance of OFDM-IM
has been investigated and compared with OFDM under reactive
jamming attacks. An elusive reactive jammer model that inserts
a zero-mean Gaussian jamming signal to the channel has been
assumed. A variance detector has been considered against the
proposed jammer model. The passive subcarriers that inherently
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Fig. 7. ROC curves for partial-band jamming detection at 15 dB SJR and
10 dB SNR. (a) Ideal case. (b) Realistic case with the sorting algorithm. Test
statistics are sorted for each subblock to obtain passive subcarrier test statistics
(The analyses in Eqs. (26) and (27) are not theoretically valid for partial-band
jamming scenario. However, OFDM-IM Theory curve is still given with Eq. (27)
for comparison.).

exist in the structure of an OFDM-IM signal are theoretically
proven to exhibit better detection performance than the OFDM
subcarriers with the given detection mechanism. Moreover, a
sorting algorithm-based jamming detection approach has been
proposed to cover a realistic scenario, where passive subcar-
rier indices are unknown to the receiver. The theoretical results
have been later verified with simulations under full-band and
partial-band jamming attacks. Ideal and realistic cases have been
investigated in the simulations. Also, the impact of the SNR and
SJR on the detection performance has been investigated. Exten-
sive simulations revealed that taking advantage of the structure of
the OFDM-IM signal, the variance detector lends itself as a pow-
erful jammer detector against both full-band and partial-band
reactive jammers.
11
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