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Noise Modulation
Ertugrul Basar™, Fellow, IEEE

Abstract—Instead of treating the noise as a detrimental
effect, can we use it as an information carrier? In this letter,
we provide the conceptual and mathematical foundations of
wireless communication utilizing noise and random signals in
general. Mainly, the concept of noise modulation (NoiseMod) is
introduced to cover information transmission by both thermal
noise and externally generated noise signals. The performance of
underlying NoiseMod schemes is evaluated under both additive
white Gaussian and fading channels and alternative NoiseMod
designs exploiting non-coherent detection and time diversity are
proposed. Extensive numerical and computer simulation results
are presented to validate our designs and theoretical derivations.

Index Terms—Noise modulation (NoiseMod), thermal noise
modulation (TherMod), bit error probability.

I. INTRODUCTION

INCE the beginning of the digital communication era,

amplitudes, phases, or frequencies of high-frequency car-
rier signals have been used to convey information. Index
modulation (IM) challenges this status quo by using the indices
of transmit entities to convey information [1]. However, in
mainstream communication engineering, we always treat noise
as an enemy to be dealt with and build our transceiver
architectures based on this undeniable fact. What if there is
gold in that garbage? In other words, can we use noise, or
random signals in general, to convey information?

The concept of wireless thermal noise modulation
(TherMod) was envisioned in the early work of [2] by two
parabolic antennas driven by variable resistances (open, short,
and 50 ohms). Later, the Kirchhoff-law-Johnson-noise scheme
is proposed using thermal noises of two pairs of resistors to
securely exchange two users’ bits [3]. A few early designs
have also been reported to convey information by random
signal parameters (such as using the signal variance) [4], [5],
[6], [7]. More recently, we have provided a comprehensive
background by using resistance IM to convey information. We
obtained rich results on TherMod considering specific system
parameters, such as information-carrying and disruptive noise
powers [8]. However, a general framework for random signal
modulation over wireless channels is still missing in the open
literature, which is one of the main objectives of this letter.

The primary motivation of the noise modulation (NoiseMod)
concept is the exploitation of the noise variance to convey
digital information. In general terms, we divide NoiseMod
schemes into two categories: i) thermal noise modulation
(Thermal-NoiseMod or shortly TherMod) using background
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noise sources and ii) external noise modulation (External-
NoiseMod or shortly NoiseMod) using external and artificial
noise sources. While TherMod might be suitable for poten-
tially ultra-low/zero-power communication systems operating
in very short ranges, general NoiseMod schemes, which
are built on stochastic transceiver architectures, can be used
in longer distances. Notably, simple electronic components
such as resistors, capacitors, and switches might be used
for TherMod to convey information bits. On the other hand,
software-defined radio platforms or vector signal generators
can be used to passband modulate and transmit complex base-
band noise samples. As a result, in this letter, we investigate
the error performance of TherMod schemes in the presence of
line-of-sight (LOS)-dominated additive white Gaussian noise
(AWGN) channels only; on the other hand, general NoiseMod
system performance will be evaluated under fading channels.

The rest of this letter is organized as follows. Section II
provides a brief overview of the NoiseMod concept, followed
by its analysis under AWGN and fading channels, respectively,
in Sections III and IV. Sections V and VI are dedicated to
two novel NoiseMod variants. Finally, Section VII provides
numerical and computer simulation results along with conclu-
sions in Section VIII.

II. CONCEPT OF NOISE MODULATION

The generic transceiver architecture of a NoiseMod system
is given in Fig. 1. Here, depending on the requirements of
the target system in terms of throughput, range, and power
consumption, either artificially generated noise waveforms
with adjustable transmit power or thermal (internal) noise
sources, such as resistors, can be used. While TherMod can
be implemented with simple circuitry, software-defined radios
or signal generator platforms can be used for NoiseMod to in-
phase/quadrature (IQ) modulate baseband noise samples and
to obtain the passband noise waveform v(¢) at the expense of a
higher power consumption. At the receiver of both designs, the
received RF signal spp(t) is downconverted to complex base-
band samples s, by carefully selecting the carrier frequency
fc and sampling frequency fs. These baseband samples are
further processed for bit detection, such as threshold-based
detection shown in Fig. 1, by calculating the sample variance
62 to extract the information embedded in noise variance.

The significant advantages of NoiseMod can be summarized
as follows. First, the received samples can be regarded as
stemming from an oversampled signal, allowing the flexibility
of adjusting the number of noise samples per symbol (N).
This flexibility provides an exciting trade-off between error
performance and bit rate. Furthermore, multiple noise samples
of a single bit can be distributed in time at the trans-
mitter to harvest the time diversity at the receiver without
complex signal processing as in legacy systems. Embedding
information in the noise variance also allows non-coherent
detection at the receiver side without channel knowledge and
with almost no performance degradation. Finally, using noise
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Fig. 2. Noise modulation waveforms for the bit string of 0110 for N = 100:
(a) TherMod and NoiseMod, (b) NC-NoiseMod, and (c) TD-NoiseMod.

waveforms might be helpful in covert and unconditionally
secure communications [9].

In Fig. 2, we present the noise waveforms generated by the
proposed three NoiseMod schemes in this letter. In simple
terms, TherMod and NoiseMod schemes switch between low
and high-variance noise waveforms for each bit interval, as
in Fig. 2(a). Non-coherent (NC)-NoiseMod scheme switches
from low-to-high or high-to-low at the middle of each bit
duration, as shown in Fig. 2(b). Finally, the time diversity
(TD)-NoiseMod scheme divides each bit duration into multiple
slots, as in Fig. 2(c), and distributes the low or high-variance
waveforms into multiple bit durations to harvest time diversity.
In what follows, we provide the receiver architecture of each
scheme along with their theoretical bit error probability (BEP)
derivations.

III. COMMUNICATION BY MEANS OF THERMAL NOISE:
THERMOD REVISITED

In this section, we revisit the TherMod scheme introduced
in [8], where the thermal noise generated by resistors is
picked up by specific antennas. The terminology and notation
used here will be taken as a baseline while developing novel
NoiseMod schemes in later sections for fading channels.

Let us first review the error performance of the TherMod
scheme. We express the nth received complex baseband
sample as

(D

Here, r,, and w,, stand for the information-carrying received
noise sample and the AWGN sample, respectively, and the

Sp = Ty + Wp.

variance of wy is given by U,%U. We denote the variance of
rp, for bit-0 and bit-1 respectively by 03 and a%, where we
assume O'% = ozcr%. In other words, o dictates the ratio of
observed noise variances for two bit levels, and the variance
of 7, changes between low (03) and high (0?) variance
values for each signaling (bit) interval. In order to assess
the error performance, we further define § = 0[2) / 012,], which
represents the ratio of variances of useful and distributive noise
terms. Similar to signal-to-noise ratio in traditional digital
communication systems, a higher 4 means that the receiver is
more robust against additive noise effects and a lower BEP can
be obtained. In light of this discussion, s, follows complex
Gaussian distribution and its variance is obtained as

{&3 =02(1+0), for bit-0

2
57 =02 (1 +ad), for bit-1. @

In NoiseMod schemes, the task of the receiver is to extract
the information embedded in the noise variance, as a result,
we further process the received complex baseband samples
for variance detection. Particularly, using N samples for each
bit duration of T} seconds, where a total of f; = N/T}
samples are processed per second, the variance of s, can be
estimated as

1 N

~2 2
o= 2 lsal® 3

n=1

Considering the central limit theorem, &3 follows Gaussian
distribution, that is, A/ (512,&;1/ N) for i € {0,1}. As shown
in Fig. 1, the estimated variance is compared to a threshold to
detect the transmitted bit (b) as follows:

z:{o’
1,

Here, ~ stands for the threshold to be determined according to
« and 6, and it can be scaled with respect to a%, as y = Xa%,.
Accordingly, the BEP of TherMod can be expressed as

if 62 <~

4
if 62> 7. @

Pb:%[P(&E>7\b=0)+P(&§<7|b:1)}
-2 le Lk ] 5)

Ja )\ et

Substituting the values of +, &8, and 6% and then canceling
common U%U terms, we obtain

_ Mo x=(+9) (+ad)—x
=3 Q((l—i—é)\/l/N +e (1+ad)\/1/N

Here, we note that  is the scaled threshold value and it should
be selected as 1+d < x < 1+ ad. While minimization of (6)

. (6)
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for x is a non-trivial task, we determine x to ensure uniform
BEP for bit-0 and bit-1, by equating the arguments of the two
Q-functions of (6). For this purpose, we define A = 1+ § and
B =1+ ad, then solve (x — A)/A = (B — x)/B for x as
_ 2AB 2(1+0)(1+ ad)
A+B 24+6(14a)

Accordingly, the BEP of TherMod is obtained as

_ (VNB-4))\ [ VNia-1)
Pb—Q<B+A>—Q<2+5<a+n>' ®

X (7

As discussed in [8], P given in (8) reveals an exponentially
decaying BEP for TherMod with respect to N even for
moderate § and « values. Since a rich set of computer
simulation results on the BEP of TherMod is presented in [8],
we shift our focus to general NoiseMod schemes.

IV. NOISEMOD UNDER FADING CHANNELS

NoiseMod and TherMod waveforms are identical in nature
and shown in Fig. 2(a). However, for the case of frequency
non-selective fading, we assume that the noise samples gen-
erated by the NoiseMod transmitter are received from many
paths, resulting in a fluctuating received signal variance from
a bit to another. Accordingly, we rewrite (1) as

Sp, = hry, + wp,. 9)

Here h stands for the small-scale fading coefficient and
follows CN(0, 1) distribution for Rayleigh fading. We further
assume that i remains constant for the transmission of a bit.
In this case, s, still follows complex Gaussian distribution
conditioned on & and its variance is given as

s =02 (1 + |h|25),
s2 =02, (1 + |h|20z(5)7 for bit-1,

for bit-0

® N

(10)

where U%U,(S, and « are as defined in (2). In light of
this information and considering a threshold-based detection
as TherMod, that is, calculating the sample variance as
62 = &SN | Isu|% which follows the distribution of
N (s2,s}/N) fori € {0,1}, and comparing it with a threshold
as in (4), we obtain the conditional BEP as

1 7—53 312—7

P,=-Q
b Jamw )\t

2
Here, v = 7703, is the new threshold to be determined
according to the wireless channel coefficient. Substituting the
values of ~, 53 , and 512 and then canceling common cr?u terms,
we obtain

1 n— <1+|h|25) (1+|h\2a6) -n
Py = 3 |:Q <(1 n h%)ﬂ) +Q <(1 " h|2a6)m>:| . (12)

Defining C' = 1+ |h|?§ and D = 1 + |h|?ad, and equating
the arguments of the above Q-functions for uniform BEPs, we
obtain the normalized threshold as

50D 2(1+|h|26)<1+|h|2a6)
TTCYD T T 2 hP(i+a)

+Q

(1)

(13)
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Substituting the value of 7 of (13) in (12), we obtain

_o(YND-0)) _ (VIR — 1)
PbQ< DT C >Q<2+|h|25(a+1)>. (14)

Considering the exponentially distributed probability density
function (pdf) of |h|? as fipjz(u) = e for u > 0 and the
complicated nature of the conditional BEP expression of (14),

we resort to numerical integration to obtain the unconditional
BEP as follows:

_ VN |h|?6(a — 1)
Py = ElQ<2 +h25(a + 1))

[ VNud(a — 1)
_ /0 0 (2 s 1)> exp(—u)du. (15

We note that an alternative solution can be obtained by trying
to fit the distribution of argument of the Q-function in (14)
with numerical methods and then using moment generation
function approach to derive the unconditional BEP, however,
we leave this non-trivial task to interested readers. For other
fading distributions, the pdf of |h|? in (15) can be updated.

While a closed-form expression is not available for Py,
our numerical integration results, shown in Section VII, have
revealed that P, o« 1/(NJ) for NoiseMod. This shows a
linear decrease in BEP with respect to N and 4, as opposed to
exponential decrease in BEP of TherMod, however, increasing
N can still improve the BEP. On the other hand, this poor
BEP performance under fading has led us to develop diversity
schemes, which will be discussed in Section VI.

Threshold-based detector of NoiseMod adjusts 7 in (13)
considering the instantaneous value of |h|?, as a result, its
requires channel knowledge. This requirement has led us to
explore alternative designs that can operate without channel
knowledge, as discussed in the next section.

V. NON-COHERENT NOISEMOD

NC-NoiseMod builds on the idea of detecting the trans-
mitted bit by processing the received noise samples without
channel knowledge. For this purpose, taking inspiration from
Manchester line coding scheme, we switch between low and
high variance values at the middle of each bit period. As
shown in Fig. 2(b), for bit-0, for the first half of the bit period,
we generate a noise waveform of low variance and switch to
the high variance samples in the second half, while doing the
reverse for bit-1.

The detector of NC-NoiseMod operates as follows.
Processing the same samples of (9), we calculate two sample
variances corresponding to first and second halves of the bit
duration:

1 2 1
~2 2 ~2 2
= n=

Then we simply detect the transmitted bit without any channel
knowledge as

- o, if 6%, <42,
b= . R 2’ " 2’ (17)
1, if 051> 059
The conditional BEP of NC-NoiseMod is expressed as

o= [P(631> 62210 =0) + (622> 621 b =1)]. (18)
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Here, we note that &371 ~ N(s2,s5/(N/2)) and &372 ~
N(sf,s1/(N/2)) for bit-0 and 67 | ~ N(s7,s}/(N/2)) and
&3,2 ~ N(s8,s3/(N/2)) for bit-1, and s3 and si are as

defined in (10). Defining Dy = 67 | — 62, and Dy = 62, —
2

63,1’ we obtain
1
Py = §[P(D1 >0[b=0)+P(Dy>0|b=1)]. (19
Considering the conditional distributions of D; and Do, which

4 4
. . . 2 2 Syts
are identical and given as N (s5 — s7, N /21

), we obtain

2 2
Py=Q S (20)
Vst +sd) /(N /2)

Substituting the values of s3 = o2 /(1 + |h[?5) and s? =
02, (1 4 |h|?ad) in (20) and after simple manipulations, the
conditional BEP is expressed as

V230 — 1)
\/(1 + |h|26a>2 + (1 + |h|2<5)2

Similar to the NoiseMod scheme’s unconditional BEP calcu-
lation of (15), numerical integration can be used to take the
expectation of (21) over the fading distribution.

As seen from (21), the conditional BEP of NC-NoiseMod is
still a function of N, 4, and «, however, it is not easy to catch
useful insights by comparing it with NoiseMod’s conditional
BEP given by (14). The relative error performance difference
of NC-NoiseMod compared to the NoiseMod scheme will be
evaluated by computer simulations.

Py=Q 2D

VI. TIME-DIVERSITY NOISEMOD

The concept of TD-NoiseMod has been put forward con-
sidering the following two facts. First, the BEP performance
of NoiseMod schemes is not satisfactory under fading chan-
nels. Second, since multiple samples are taken for each bit,
distributing these samples over time might be a remedy to
circumvent small-scale fading effects as long as different
groups of noise samples belonging to the same bit experience
independent fading channels.

As shown in Fig. 2(c), in TD-NoiseMod, the given bit
duration of N samples are divided into I slots, where I also
determines the time spreading ratio. That is, we spread the
variance information by generating noise samples belonging to
the same bit for 7 different slots. For the example of Fig. 2(c),
I = 4 and N/4 samples belonging to four different slots are
used for each bit.

Considering the operation of TD-NoiseMod and the noise
samples of (9) for a specific bit in / time distributed slots, the
variance of s, becomes

1 2
5 =1 2100 (1 + [hil 5)7
312 — %Zf:l a%u (1 + |hi|2a5), for bit-1.

for bit-0

® DN

(22)

Here ¢ and « are as defined in (2) and (10). h; ~ CA(0,1)
stands for the small-scale fading coefficient belonging to the
Ith bit duration and assumed to be independent from one bit
duration to another. We note that TD-NoiseMod can still be
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operational when h; changes more slowly compared to the bit
duration by distributing noise samples of the same bit further
apart in time.

Defining a new threshold as v = HO’%}, applying the
threshold-based detection of (4), and considering the condi-
tional BEP expression of (11), we obtain

k—F F—x
o( )+ o)

where E = %Zle 02 (1+|h;|?6) and F = %2{21 o2 (1+
|hi|?ad). In light of this, selecting & = 2EF /(E + F) to have
uniform BEPs and substituting x in (23), we obtain

Py = Q<\/N(F_E)> — Q<m> (24)

1

Py = 2
b= 3 ;o (23

F+E 2+6(a+1)yg

where g = le |h;|%. It is worth noting that selecting
I = 1 in (24), one obtains the conditional BEP of NoiseMod
given in (14). Here, unconditional BEP of TD-NoiseMod
can be obtained by numerical integration again considering
the chi-square distribution of g with 2/ degrees of freedom.
Specifically, fy(u) = 2(2u)!~le=%/(2IT(I)), where T(-)
is the Gamma function, and the unconditional PEP of TD-
NoiseMod is given by

Py = /OOO Q (%)fg(u)du. (25)

The big question after the derivation of unconditional BEP
of TD-NoiseMod is “Does TD-NoiseMod provide a diversity
order of I?” Unfortunately, we do not have an analytical
and closed-form result to answer this question since we can
numerically evaluate (25) only. Nevertheless, our numerical
analysis from Section VII shows that P, oc 101=7 /(N §1) for
I € {2,3,4,5}, which proves that a diversity order of I is
attainable in terms of J.

VII. NUMERICAL RESULTS AND SIMULATIONS

In this section, we provide numerical and computer sim-
ulation results for TherMod, NoiseMod, NC-NoiseMod, and
TD-NoiseMod. In all simulations, we consider a noise vari-
ances ratio of o = 10 and vary the number of noise samples
per bit (N) or the ratio of useful/disruptive noise variances (0).

In Fig. 3, we provide the results of our numerical integra-
tions to assess the BEP of various NoiseMod schemes by
varying 0 between —10 and +10 dB for the fixed value of
N = 120. For reference, the BEP of TherMod, which operates
under pure AWGN channels, is also shown in this figure. As
shown in Fig. 3, NoiseMod does not provide diversity and its
BEP is proportional to 1/(Nd). More interestingly, NoiseMod
and NC-NoiseMod schemes provide almost the same BEP,
while the latter does not require channel knowledge for
threshold selection in bit detection. Considering this fact, NC-
NoiseMod can be more favorable for simple detection at the
expense of more frequent low-high noise variance switching
at the transmitter. On the other hand, a diversity order of [/ is
attainable for TD-NoiseMod schemes considering the fact that
their numerical BEP approximately fits the reference curves
of 101=7/(N6') for the considered N and I values.

In Fig. 4, we compare the theoretical BEP and simulation
bit error rate (BER) results for NoiseMod and TD-NoiseMod
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Fig. 4. Comparison of theoretical and simulation results for NoiseMod and
TD-NoiseMod for I = 2.

schemes. Here, we assume I = 2 for TD-NoiseMod and two
cases: N = 100 and N = 150. As seen from Fig. 4, our
theoretical BEP calculations based on numerical integration
perfectly matches Monte Carlo simulation results for all
considered cases. It is worth noting that increasing N from
100 to 150 improves the BER performance by approximately
1 dB for both schemes and the diversity advantage of TD-
NoiseMod is again clearly visible. During the production of
Fig. 4, we observed that the values for N < 100, particularly
for TD-NoiseMod, can exhibit inconsistent BER results even
with extremely high § values. This can be explained by the
fact that all our derivations are based on CLT with a Gaussian
distributed sample variance (52) and an insufficient number of
noise samples can cause statistical decision errors regardless
of §. We also note that increasing N might be helpful for
overcoming practical issues that affect the distinguishability
of low and high variance waveforms.

Finally, in Fig. 5, we investigate the BER performance of
various NoiseMod schemes with increasing N values. This
figure shows the delicate dependency on § values, where for
smaller §, even high N values cannot escape from error floors.
As seen from Fig. 5, increasing d eventually improves the BER
performance. While NoiseMod and NC-NoiseMod achieves
identical BER as noted earlier, TD-NoiseMod with I = 2
shines with its superior performance.
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VIII. CONCLUSION

In this letter, we have laid out the theoretical fundamentals
of communication by means of noise-alike signals. Notably,
the term NoiseMod has been coined to cover the concept
of digital data transmission with internally or externally
generated noise signals. Hopefully, this letter will pave the way
for generalized and more sophisticated designs with practical
testbeds for NoiseMod schemes in future studies. Evaluation
of NoiseMod for secure and covert communications is also
an exciting research direction. While an initial practical
experiment verified our theoretical assessment and the dis-
tinguishability of noise waveforms with different variances,
interesting practical issues are left to our future studies.
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